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Chapter 1

INTRODUCTION

Media Online Italia has achieved the first Radius Tacacs Server perfectly integrated
with Windows 2000, 2003 or NT 4.0, which can also be used with Windows 98/95.
Radius and Tacacs are authentication protocols supported by various Router
producers. Ascend and Cisco produce and commercialize NAS (Network Access
Server) with Tacacs and Radius authentication protocol. The features of RadTac
2000 Server are unique. The speed of validation and the security of the user’s
internet database are guaranteed directly by the operating system. RadTac 2000
Server validates the user using the same user database managed by Windows
2000, Active Directory, or S.A.M. for Windows NT. RadTac 2000 Server utilizes the
user’s Global Group settings in Windows 2000/3/NT to manage the various types of
access to the network

Minimum Hardware Requirements

Intel Pentium 3 or superior Intel processor

64 Mega Ram (RadTac 2000 Server uses 32 Mega Byte).

Windows 2000, Windows 2003, Windows XP Professional, Windows 95, Windows
98, Windows NT Workstation, Windows NT Server 4.0.

Hard Disk with 50 Mega free.

Microsoft 1S 4,5 or 6 for Remote administration..

Access Server with Radius or Tacacs protocol.
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MAIN CHARACTERISTICS

PROTOCOL RADIUS AND TACACS BACKING

RadTac 2000 Server uses Radius and Tacacs protocols. Tacacs is very a easy
authentication protocol. Individual protocol personalization is not possible. This is
so it more compatible with NAS brands not supported but does not send to RadTac
all the information that Radius is able to send and enhances Access Management.
Xtacacs Protocol is not provided.

USE OF THE INTERNAL USER DATABASE OF WINDOWS NT.

RadTac 2000 Server operates through the Windows 2000, 2003 or NT
Server user base. The Domain Controller is suitable ways to duplicate user
information. By correctly and adequately setting up the Net resources and the
number of Servers in the net, used to duplicate information, it guarantees directly
the operating speed of RadTac. A large ISP, managing authentication through the
Internal User Database S.A.M of Window NT or Active Directory in Windows 2000,
at the adding of users will ensure a more rapid response if an adequate number of
Backup Domain Controller are distinguished in the net. At the same time
abovementioned BDCs constantly process the duplication of basic user data.

USE OF INTERNAL DATABASE GROUP OF WINDOWS NT.

A RadTac 2000 Server User Group has remote pre-setup access privileges.
For example, User Group “Full Time” unifies all the internet users that have this
particular setting. The User having a definition in Windows NT which regards also
his belonging to the “Full Time” Group, has to also belong to a Windows NT Global
Group with the name “Full Time”. RadTac is able to read and apply the setup not
only in the Windows NT users but also in the group belonging to the same users.

USE OF ACTIVE DIRECTORY IN WINDOWS 2000 OR WINDOWS 2003.

RadTac 2000 Server permit use of active directory users database. You can
generate a global group of windows 2000 for storage remote access user. RadTac
control the permission of “Logon locally” for authorize the user to be access.
RadTac need only that you create a Group in RadTac with the same name of the
glocal group in active directory. RadTac during the logon in remote access control
the login and password in Active directory, read the name of the global group and if
find it authorize the access. During the logoff of the user, RadTac create the user in
internal access radtac database for manage progressive log and other information.
If you use RadTac in Active Directory modality, please not use RadTac administrator
for add new user. You can use only Active Directory Usrr and Computer Tools, in
Windows 2000 Administrative program.
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USE AND CONFIGURATION DATABASE RADTAC.MDB

RadTac 2000 Server uses a standard Microsoft Access (C) database to
store remote access users and carry out configurations. The internal database
contains all the RadTac 2000 Server setups, work groups, users and passwords.
This information when running in “Windows NT” can not be used to control access,
but are nevertheless stored, so as, at any time can be used by the “Internal
Database”. If RadTac 2000 Server is configured in “Internal Database” mode it will
no longer operate through the defined users in Windows NT Primary Domain
Controller but uses the users stored on the internal database, enabling new loading
via the administration interface “RadTac Administrator” or via Web with remote
administration interface. The internal database radtac.mdb can also be managed
independently, through personalization, by the administrator.

PROGRESSIVE DATABASE USER RADTACLOG.MDB.

RadTac 2000 Server uses a standard Microsoft Access © database,
radtaclog.mdb, to store records relating to the remote access user connections.
The database allows, at any time, consultation by the administrator, of a particular
user’s access by hour or to correct eventual errors of utilization sums so as new
totals can be calculated.

USER CONNECTION DATABASE RADTACTMP.LOG

RadTac Manager Server uses the standard Microsoft Access © database,
radtactmp.log, to record moment by moment user connection to the net. The
Database can be visualized using remote administration or the “RadTac Display
User” program.

REMOTE ADMINISTRATION THROUGH WEB PAGE.

RadTac Manager Server contains a set of ASP applications that can be used
for configuration maintenance and for loading remote access users. The remote
access users loaded with remote administration interface are valid both in
“Windows NT” mode and in “Internal Database” mode. All the same, the
applications via WEB, which are not able to add users to the database of Windows
NT, in this operative mode, generates a “Temporary” remote access user, that is,
perfectly operative but considered temporary because of their real existence only
inside the access database. The temporary user should be transferred, by the
administrator, as soon as possible, to the Windows NT user archives.

ACCESS MANAGEMENT BY HOUR, MONTH OR YEAR.

RadTac Manager Server permits management access with a maximum
number of hours of access (by Month or Year).

ANNUAL ACCESS MANAGEMENT.

The access expiry date can be automatically fixed at one year from
activation or a personalized expiry date can be set, either by the Windows NT expiry
date or by the internal database expiry date field.
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HOUR BAND ACCESS MANAGEMENT.

Users that have access exclusively at certain hours of the day, can be
configured with a setup using a different access hour for every day of the week.

RECHARGE ACCESS MANAGEMENT.

“Recharge” access, is access by hour, that once used up can be automatically
regenerated, using a recharge “Password” with and equal or superior number of
hours. ISPs that use this type of access sell separately the recharge “Password” that
can be used only once, instead of its own usual access password. The value in
hours will be transferred immediately, to the user, when the “Password” is used to
enter the Net

ACCESS MANAGEMENT WITH USE OF KBYTE.

Radius protocol at the end of an access session sends to Radtac 2000
Server the exact number of tcp-ip packets and k byte passed to and from the user.
RadTac allows setting up and manages access with a maximum number of K byte
(input+output). Once reached a maximum number of Kbyte, RadTac will block user
access.

ACCESS MANAGEMENT WITH MINUTES FOR DAY.

RadTac 2000 Server permit to be management user with a max number of
minutes of access in day. The user that is configured with this profile can be
connect until the number of minutes is minor of the preconfigured value. After he
can connect only the next day, until the number of minutes for day is used.

CONTEMPORARY ACCESS MANAGEMENT..

RadTac 2000 Server is able to manage a maximum of contemporary access by a
concurrent user. The number of accesses allowed, are set by the administrator.

OPERATATING IN WINDOWS NT SERVICE Or 2000 MODE

RadTac 2000 Server has a program “RadTacSv.Exe” that allows to operate in
WindowS 2000 or NT “Service”. In Service mode, RadTac is able to validate the
user, even if there are no users logged on Server NT. The application operates in
Background (like all the other functions of the net).

RadTac 2000 Server, in Windows 98/95 mode, has another application,
“RadTacS.Exe”, that has the same validation function and can be reduced to an
icon, during it's running, into icon tray.

TYPE OF ACCESS MANAGEMENT.

A Router frequently is able to support Analogical or ISDN connection on the same
connection port. RadTac 2000 Server, allows differentiated connection
management of the user on the same router port, based on the type of access
used.
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PORT ACCESS MANAGEMENT.

It can manage a single Router port or groups together single router ports into one
type of access, assigning explicit rights of access to a group of users. In this way it
can manage with the same router, various telephone line fluctuations to different
PBX.

IP SOURCE CONTROL.

RadTac 2000 Server can be configured so as to run a precautionary control on the
IP source of the Router that requests access. If the “IP Check” control is active,
Radtac allows access only if the user comes from predefined IP Routers and also
applies the setup for that incoming Router.

USER QUERY UTILITY.

The Web RadTac 2000 Server interface has a ASP (Active Server Page) for
Microsoft© 1IS 4,5 or 6 that allows the user to visualize in real time, with the
browser, a complete list of all access to the net, the hours of connection used and
in case of subscription by hour, the number of hours existing.

INCOMING TELEPHONE NUMBER CONTROL.

When using Radium protocol, RadTac Manager Server is able to manage Home
subscription only from a telephone number, declared by the User when specifying
their contract. RadTac Manager Server at access request, permits access only after
controlling if the telephone number, of who is trying to access, corresponds with
the one declared by the client. To be able use this feature you need to have a
Router with a integrated Digital Modem connected directly to the primary ISDN
access. As a matter of fact the incoming Telephone Number is returned from the
Router to RadTac only if the telephone company is enabled for this feature.

OUTGOING TELEPHONE NUMBERCONTROL.

RadTac Manager Server allows Group User Management on the number
used access the net. (OUTGOING Number is an aspect of Radius protocol provided
exclusively by some preset Network Access Servers (example: Ascend Max 4000-
6000 o Cisco 3600). This type of control can be very useful if on the same “Primary
ISDN” there is more than one number and there is a need to distinguish the
incoming calls.

TRAFFIC CONTROL (FREE AND PAID USE).

One of the most appreciated features of RadTac Manager Server is the IP
Pool management in relation to the type of access that the user is classified under.
With an appropriate entry which controls the band, the administrator can set band
priority or assurances on the IP Pools managed by RadTac.

SENDING EMAIL TO ADMINISTRATOR.

RadTac Manager Server can also be configured to send warning email to all
the net administrators. The situations in which emails are sent are: reporting of
inaccessibility to the Internal work Database; serious program malfunctions;
warning of remote connection time length that could have been left hanging
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because of error in the user connection list and access attempts to the net by users
that exceed the limit set on the concurrent user.

SENDING EMAIL TO THE REMOTE ACCESS USER.

RadTac Manager Server can be configured so as to send email to the
remote access user. The emails can be sent in close proximity to the expiry date of
access and with wishes of “Happy Birthday” in the vicinity of date of birth of the
access holder.

PAP & CHAP MODE SUPPORT.

RadTac 2000 Server has both PAP and CHAP Async Mode. The use of
CHAP is allowed exclusively if the application operates in “Internal Database”. In
“Windows NT” Authentication mode CHAP can’'t be used because the password
saved by Windows NT are in crypt and because CHAP also works in crypt mode. In
the last case RadTac 2000 Server is unable to run a control of the password
because both sides, NAS (Network Access Server) and Windows NT use a strong
authentication algorithm on only one path.
PAP can be used in either “Internal Database” and Windows NT
Authentication.

AUTOMATIC HISTORICIZZATION MONTHLY.

RadTac 2000 Server do a automatic historicizzation of the database
progressive log for remote access user. This operation are recursive and create a
single month database in directory c:\radtac\data\history. The administrator with
repair and compact procedure do a compact database of work.

Trial Release & Full Licensed.

RadTac 2000 Server is released on our Web Site in Shareware
http://www.radtac.com. RadTacXXX.exe, it is the only file that needs to be
downloaded, it included four (4) executions. In the Trial Release there are six (6)
executions. The definite release can be downloaded directly from the site after
payment of the User licence.

Limitations of the Trial Release

After installation the trial release has a maximum operating period of 30 days. This
Trial Release should be configured and tested with your own Access Server. At the
end of the 30 day trial period the application will shutdown without prior notice.
Once the trial period has expired the application will not start up again, however
when passing to the Full Release reinstallation is not necessary. If you decide not
to purchase the application removal is possible without any consequences to the
host Server.
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All functions except the execution from Windows NT “Service” is possible. The
application that will authenticate users, during the trail period, should be used on
the Window’s Desktop.

Purchase of RadTac 2000 Server Full Licensed.

RadTac 2000 Server is distributed by Media Online Italia s.r.l. and other distributors
in all the world. To find your nearest distributor, please consult our web site:
http://www.radtac.com.

For further information, regarding the purchase of this product, talk directly to the
distributor of the Trial Release.
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Chapter 2

INSTALLATION

RadTac 2000 Server includes:
N.1 “RadTacXXX.exe” , containing the software;
N. 1 operations guide.

To install the program onto your hard disc follow these proceedings:

A) Turn on computer and wait for loading of Windows 2000/3/NT, Windows XP
Professional or Windows 98/95/ME.

B) Run Windows Explorer and find the RadTacXXX.exe fine, XXX indicates the
release number.

C) Double click on the file to start.

RadT ac Manager Server - Welcome |

| »

RadTac Manager

Server
For Windows VF/98/ 95

1999 & Media Onhne Ttaha s.r.l
hitp fwwrw. radtac. com
Emal: mfo@radtac. com

Eadlac Manager Server 15 the tmost
powerful Eadws and Tacacs Server for
“windows Platform. =

Canicel |

| atallEhield

< Hack

D) Follow the instructions as they appear on the screen. This procedure will
automatically transfer the programs from the CDROM to the Server’s Hard Disk.
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Chapter 3

PLANIFICATION

At the end of the installation there is no need to restart the system. However, the
first thing you must do is start the “RadTac Administrator” Program.

RadTac Administrator.

RadTac Administrator is the procedure that configures all the RadTac 2000 Server
functions.

RadTac Schedule.

RadTac Schedule is the procedure that records all the control functions of the IP
Pool that have been set on the Router. It also, sends email to the administrator
and to remote access users. The program has been created to operate both in
Desktop, automatically started by RadTac Service, and in Windows 2000/3/NT
Service.

RadTac Display User.

RadTac Display User is the procedure that displays, moment by moment, the user
that is connected to the net. This program is useful for supervising.

RadTac Display Status.

RadTac Display Status is the procedure that displays the dialog between the Router
and Radtac 2000 Server. This function works, exclusively when RadTac 2000
Server is operating in Windows 2000/3/NT “Service” mode. RadTac Service
executed from the Desktop has the same functions as “RadTac Display Status”.
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RadTac Service.

RadTac Service is the “Desktop” procedure that manages the dialog with
NAS, it and the Radius Tacacs Server. Radtac Service validates remote access user,
applying all the configurations set by RadTad Administrator. The application
operates on Windows Desktop and can't be used as “Windows NT Service”. To
authenticate a user he must always be active on the Desktop.

If the product is not a Trial Release, it is advisable not to use the program in
“Windows NT” domain, but to use “RadTac 2000 Service”. “RadTac 2000 Service”
has the same functions as “RadTac Service”, without the need to run the program
on the Desktop.

RadTac Start-Stop.

RadTac Start-Stop is the RadTac 2000 Server procedure that installs, starts
and stops the Windows NT Services that involves RadTac.

RadTac Emergency.

RadTac Emergency is a utility application. Not being available in the trail release,
in emergency conditions, it has the functions of Radius Tacacs Server, that is when
there isn’'t an internal database. RadTac Emergency is useful especially when there
is a need to reorganize and compact the RadTac Manager internal database.
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Preliminary Setup

OPERATIONS MODE

Firstly, you must select a operation mode for RadTac 2000 Server. RadTac
2000 Server can operate in 3 ways, “Internal Database”, “Windows NT User
Database” or “Windows 2000 Active Directory”.

INTERNAL DATABASE.

“Internal Database” mode is the best operations mode when using the
Windows 98/95/ME operating system. It is, all the same, frequently also used in
Windows 2000/NT domain. When using this mode RadTac 2000 uses, as its only
resource, its internal database. The remote access user has to be defined directly
by RadTac Administrator in the RadTac MDB database.

The RadTac.MDB Database, in c:\radtac\data directory, contains ALL operations
data concerning both the remote access user and the configuration setup.

By using “Internal Database”, you can use remote connection either in CHAP or in
PAP, a drawback to this type of connection is that it is subject to slowing down,
especially if there are more then 10.000 active users. This database can reach a
considerable size and authentication as a result can showdown a little.

WINDOWS NT USER DATABASE.

“Windows NT User Database” operations mode is used only in Windows NT
domain. It allows, through Windows “User Manager” the authentication of definite
users.

Windows NT, Domino users, managed by PDC (Primary Domain Controller)
and by BDC (Backup Domain Controller) are themselves remote access users
managed by RadTac Manager Server. The advantage of this mode is in the grated
of this solution. It is sufficient to stick to the Microsoft specifications, in regards to
the number of BDC Server and the number of users to improve RadTac
performance. In this mode RadTac Manager Server operates with two difference
filters. The first, regard the setup made on the Serve NT; expiry date, weekly hour
groups, user type. The second, regards the setup made in RadTac Manager
Administrator; number of hours, allowed nets etc. etc. RadTac Service first
executes a “LogOn Locally” of the remote access users, controlling the Login and
the Password set in Windows NT, immediately after, it controls on its internal
database successive procedures to then, if in accordance, allow entry of the user.
It is sufficient that one of the specifications is not correct that RadTac refuses
access to the user.
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WINDOWS 2000 ACTIVE DIRECTORY MODALITY.

“Windows 2000 Active Directory” operations mode is used only in Windows
2000 and 2003 active directory domain. It allow, though Windows Active Directory
the authentication of definite users.

Server Windows NT Configuration

If RadTac Manager Server is to be installed in Windows NT mode, through the
“User Database” of Microsoft Environment , some configurations of the operating
system have to carried out. The program can be installed on the Serve NT, even in
“Internal Database” mode. In this case, the configurations changes detailed in this
section need not be made.

PRIMARY DOMAIN CONTROLLER, BACKUP DOMAIN CONTROLLER.

RadTac Manager Server can be installed on any NT server that is part of the
Microsoft Domain, whether it is a PDC or a BDC or on any Standalone Server, just
as long as it is part of the Microsoft Domain.

RadTac Manager Server, during the authentication of a user, executes a common
Domain Logon. The Logon can be done on any Server. It is for this reason that the
Net Administrator can install the product on the desired Server, either Windows NT
Server or Windows NT Workstation. The product has been also tested, with
success, in Window2000 Enterprice and Professional.

WINDOWS NT NETWORK SETUP.
Open Control Panel and execute Network Setup.

: LS [1E2]) i_ et
{ad3 ) 5 = -
Add/Remove Conszole Drated Time Devices Diizplay
Programs
— A
| f iR -
& @ &
Fants Interret Kewboard Licenzing Modems
< @
o ]
8 B : &
Mouze M5 DTC Multimedia Metwork
(e ’
ﬁ i
PLC Card Parts Printers Fleqgional
[PCCIA) Settings
8 il — .
Server Services Sounds Syztem Tape Devices

|
|27 tbiectfs] o
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At end of RadTac Manager Server configuration it is important to that you know the
net Names of the PDC and BDC Server, and the Microsoft Domain Name. This
information can be acquired by executing the following operation on all the PDC and
BDC Server present in the Domain.

The information is in the “ldentification Folder”. Example: Computer: ASTRA
Domain: MEDIA.IT. Move onto the 'Services' folder and click twice on 'Server'. Once
open, select in Optimization: 'Maximize Throughput for Network Application' and the
check box 'Make Browser Broadcasts to LAN Manager 2.x Clients'.

Now move onto “Protocols”. The two installed protocols are TCP/IP and the
NetBeui. The NetBeui protocol is recommended because RadTac Manager Server
needs to use NetBios on NetBeui. Tcp/IP, and can be used exclusively, leaving the
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NetBios on TCP/IP. This, however is not recommended for security reasons.
NetBios on TCP/IP allows the possibility of sharing on the internet net.

Metwork ﬂ

Identificatiunl Services Frotocals I.ﬁ.daptersl Eindingsl

Metwork, Protocols:

- MetBEL Pratocal
& TCP/P Pratacal

Add... Bemove Eroperties, . [ prlate

Description;
A nonroutable protocol designed for uze in small LaM =

Move onto the 'Bindings' folder and compare what has been installed on your
computer with the illustration below. The WINS protocol is STOPED only in the
Windows NT SERVER. The NetBIOS protocol standard and also the Workstation is
active. This same configuration is recommended on all the NT Server existing on
the net. Configuring in this way ensures major security on your Server and at the
same time you have correctly configured RadTac Manager Server.

Hetwaork i 7 E

tdeiicatio | Sevioes | Polacoe | Adspters Bind

Naﬁmﬂq hmdmg% are connections betweer network cards,
protocols, and services installed Elrﬂhw compuler. ‘fou e uze thig
page to disable network hindings o arrange the order in which this
camputer finds information on the network.

Show Bindirigs for I all zervices =

B NeiBIOS Intertacs
-4 WINS ClientTCFAR)
! H-g MetBEU Protocal

= Server

@) WINS ClientTCPAF)

. M- MetBEUI Protocal
- ok station
F-4 WINS Client[TCFAR)
-4 MNetBEUI Protocal
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A final control of Windows NT has to be made. Open User Manager in Windows NT
and select 'User Rights Policy'. Control, as shown below in the illustration, that in
‘Rights’, 'Act as part of the operating system', has been inserted in 'Domain
Admins' and/or the user that will execute on the desktop 'RadTac Service',
(administrator logged).

Uszer Rights Policy
Domain: ANDROMEDA|TALI oK I
Flight: i.-’-‘u:t az part-of the operating systerm _ll Cancel |

Grant To: Help:

T R e

jiemw;

v Shl:llf'\!"-ﬂ'-_d"f'ahﬁﬁ_d US;E-[..Hight;?'-

Execute a Startup of the System.

Windows NT User Manager

If “Windows NT” operating mode is to be used the remote access user has to be
inserted with User Manager for Windows NT Server Domain. The user that has to
be authenticated has to belong to one specific Global Group.

. i Alzer Manages - MEDIAIT

Uzer Wiew Policies: Options: Help

Username Full Name: 'Description

€: ragoscuro Oscuro Rag. Yincenzo  Sesam -
€ raistlin Console Carmine Fedia Online

€ rastersc RasterTec Techologie Av Sesam Informatica

€ rcagnetta Cagnetts Raffasle

£ ol Cozzolongo Raffagle Fedia Onling ltalia

€ rdb F.D.E Fotogiornalismo  MNet Solution

€ rdiaconia Associazione Radio DiaciFutura On Line

€: rebian Bianchi Renato Sesam

€: recchia Fecchia Gianluig Fedia Online ltalia

€ reddy Sporelli Domenico Met Solution il
€ redavid Fedawid Antonia MHet Solution

€ redavidg oasistemilredayidg) tedia Online .
£ rednews Telenorba spa Met Solution d
Groups \Description

d@ Domain Casella Posta Driaminio Lhenti con Casella Postala &
d@ Domain Fip LHenti Ahilitatt all'aceesso FTR

A Domain Guests | Menti Visitator [
d@ Dormain S0OM Dominio degli utenti con accesso |50

d# Domain Sexddin Dlamain Sexidin

5 Domain Tacacs Diaminio degli utent con accesso Modem
!'E--. | = il |- (] 1o Li | L | I S
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RadTac Manager Server uses the relationship of a user to a Global Group to
manager him with major detail in his database. The RadTac Manager Database is

not essential for the running of the program.

It is preferable that a base

configuration is setup and examined thoroughly, and at a later date apply the same
procedure so as to manage various and more complex types of users.

1. Generate A Global Group of Windows NT example “Domain Tacacs”.
2. Select from the “Policies” Menu “User Rights”

Uszer Hights Policy E2 i

Domairc  MEDIAIT
Right: |.-’-'-.u:u:ess thiz computer fram network :] [;:aﬁtél |
Grant Toe Help
Domain Guests ‘_-:j

| Comain [SOM
B:Dornain Tacacs

Dramain Leers
Drarmimo B ivenditon

IV Show ddvanced Llser Rights

Look for in the List-Box Right “Access this computer from network” and click on
“ADD”. Select “Domain Tacacs” as soon as it is created and confirmed.

Lizer Hightz Policy

Domaitt  MEDIAIT

Fight: l Log on locally

Grant T

Darman ISDM

| Elomain Sextin
‘Damair T anacs
Damain Lleers
Drarninio Callege

¥ Showadvanced User Rights

_ﬂ E;mm:v'e I

Look for in List-Box, Right “Log on locally”

and click on “ADD”. Select again

“Domain Tacacs” as soon as it as been created and confirmed. Click on “OK” to end

the setup of User Rights policy.
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Usemame:  firaldin

ok |
Full Mame:  |Rinaldi Manio Cancel

Qﬁmptmn iMeu:!ig Orlirie .~ Help

[™ User Must Changs Password at Nest Logan
T tzer Cannst Chanas Password

W Passuiord Never Expires

™| Account Disabled

[= | Aaenrt e dled

=k

LogonTa

1. To add a new remote access Windows NT-RadTAC Manager Server user
Select “User” from First Curtain Menu, the option “New User”.

2. The“Username’ isthe same at the Login of Remote Access. The Password is
used during remote access connection. Control with attention the Check Box
keeping the same setting as illustrated above.

3. Click on “Groups’ to select the related user Group. Select “Domain Tacacs’.
It is with Related Group, that RadTac Manager Server connects the Windows
NT server to the remote access user. A User can’t belong to more that one
Group defined in RadTac Manager Server. More that one  Windows NT
Group can be assigned to the single user, but only one of the groups can be
defined in RadTac.
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4.

Domain Casela Fosta
M

Account Operators
Adririgtrators

Backup Operatars
Commutate 100
Commutate100ore

In the above illustration you can note how the user belongs to TWO Groups,
one Group related to RadTac Manager Server, and the other to the electronic

mail program.

22

RadTac Manager Server



Windows 2000/3 SERVER.

RadTac 2000 Server can be operate in Windows 2000 o 2003 Server modality,
using active directory as base data of the remote access users.. To be use this
modality you will be prepare the operating system.

PROMOTE SERVER 2000 TO DOMAIN CONTROLLER.

The Windows 2000 basic install procedure not promote the server to domain
controller. Active directory is not operational after the first installation. RadTac 2000
Server use the Active Directory user database. Are required this step:

1. Click on Start.
2. Select RUN.
3. Type “dcpromo” and press carriage return.

Now the server display a wizard step procedure for implement active directory. Is
important the name that you type for NETBIOS Name and Active Directory Domain
Name. This parameters are required in option of RadTac Administrator.

SETTING OF RADTAC IN MODALITY WINDOWS 2000.

Run program “RadTac Administrator” and select “Option” and “Validation Mode”.
You can look the next print figure:
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T — X

Gerersl  MalidMaode I Dperatﬁe}'r'emel Erdail I -Schedule'l Prauy F'radiusl H{uz] F'u:urts!

—Cumrent 05
Flatfarm WINDD_W_S NT Wersion 5.0 [Build 21 55. Service Pack 4]

—Walidation maode —MT Option
Domair name MT
. . MEDIA
& Sfindows 2000 - Windaws =P I

[etive Drirecton) List af servers enabled to autentication;,
i [The first iz the primany dorain controller]
Each name must beain with A\

WSERVERD
T Windows NT4 Users Database WWSERVERDZ
i 2000 0 pticn
" Interral Lsers D atabase Windows Sx) Aictive Directorny Domain M ame:
Imedia.it
I~ Simple access
WARNINGI
It is necessary to restart the RADTAC :
SERYER to let the variations be effective. x Epe: ' Ok

Select the Windows 2000 Active Directory modality and type the value required.

a) Domain Name NT is the name NETBIOS of the Domain Active Directory
generated.

b) Type the name of the server Domain Controller of the network. If you have more
Domain controller type the name with return carriage, as you look in the up figure.
¢) The name of Active Directory is required, it can be different to the netbios hame.

ADD A NEW GLOBAL GROUP IN ACTIVE DIRECTORY.

After that you select the modality “Active Directory” is required the you create a
new global group with the Windows 2000 administrative tools. In the folder
“Administrative Tools” you can run the tools “Active Directory User and Computer”.
This tools permit to management the group of Windows 2000 and permit to add a
new user, valid also for RadTac Server.
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=IES
|J <5 Consols  Windaw  Help |_L§'.!- i”
| acton wew || &= = Em| X B 2| g@btvrgn |
Tree I | Users 115 objects
@ fckive Directory Users and Computers [andromeda, ME Name © I Type :I
= ﬁ? MEDIAIT !ﬁExchange Servers Security Group - Gh
& ] Builkin ﬁExchange Enterprise Servers Secutity Group - D

-3 Casells Gratis

- Computers

{3 Domain Controllers
-] ForeignSecurityPrincipals
-] LostandFound

B @ Microsoft Exchange Syskem Objects
[ RadTac Manager

l:él Remote Access

g [:| System

-3 Tholos Editrice

:.....{'j [zgrs

ﬂEExchange Drarmain Servers
ﬁExchange Conferencing Access Servers
ﬂExchange Admins

ﬁEnterprise Adrniris

ﬁ Emanuele Giardina

ﬁDominio Rivenditori

Security Group - Gh
Security Group - i5h
Securiby Group - Gh
Security Group - Ur
User

Security Group - GI:J
Security Group - Gl

€7 Dorminio POP

ﬁDDmain WTY Secutity Group - Gl

ﬁDDmain Users Security Group - igh
Security Group - iah

ﬁDDmain TutkoSanita

Sec rolp - Gl

i G|,1r
»

Security Group

4 I

Now you can create a New Global Group (sample Domain Tacacs) .

Domain Tacacs Properties

General | Members | Mamber Of |

@ Domaif Tacacs

20|

b araged E_l,4_.| Dhiag:tl 'SBI_:wi'IEyI

Group niame [predwindows 2000;  |(IEREEREE
'Dgscripti;:urx |D|:|mini|:| dedl utent con acceszso-Modem
E-mail: |
- Group scope Group type:

) Daiain | = SEcurity

* Global ™ Diizhibution

" Univeizal
Hates:

Cancel | Lraly |
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The name of the Group is important. RadTac use the twister name of the group,
RadTac group and Active Directory Group for match the user in the group and apply
the setting.

POLICY.

Now open the program “Domain Secuty Policy” in Administrative Tools of Windows
2000 or if RadTac is installed on Domain controller server “Domain Controller
Security Policy”.

&3 Domain Controller Security Palicy 1o} x|
| acten wew || @ = |[Em ¥ B2 |

Tree | I Policy | Computer Setting | ﬂ
1 Windows Settings 8] Dery logon as & service

= _% Security Sefttings @Denv logan locally

%ﬂ Account Policies @Enable computer-and user accounts to be tru.., SYSTEM, Server Operators,Replica, .,
E E}Ej Lacal Policies I_-':;gForce shutdown from a remote system MEDIA. IT\Enterprise Admins,Admi...
Audit Policy 3’_-,5_":] Generate security audits Server Operators,Replicator,Print:, ..
User-Rights Sssignment [?_-T:_ﬂ Impersonate a client after authentication Mot defined

- £l Security Options E’;:_n':']lncrease quotas MEDTA, IT\ Administratar, MEDLAIT, ..

B Eﬁ Event Log i}il};] Increase scheduling priority Server Operators,MEDIA IT\Enter,
& Restricted Groups El_;':] Load and urload device drivers Users, Server Operators, Replicata. .,
E “Q Syst_em Serices [@ Lock pages in menmory Users, Server COperators,Replicato, .
(9 Registry &%]Lag on & a batch job SYSTEM,MEDIA ITIWUSR_ANDRO. .,

“—? Pl Siectorn 5 Log on as a service Setver Operators; Replicator, MEDI. ..
|71 Public kev Policies

S - i an locally MEDIA, ITVIUSR. CIESSE, Ac
i .g, IP-Security Policies on Ackive C o Y as i
o] Manage auditing and security log Adrinistrators, MEDIA. ITVAdminist. ..
Lr?gl_{] Miodify firrware ervironment values Adrinistrators, MEDTA LT\ Domain .. 1
!_ﬁl};]Profile single process Adrniristrataor s, MEDIA. T Administ. .,
E@Profile system performance Adriristratar s, MEDIA.IT\Domair ..,
o] Remove computer From docking station MEDIA. IT\Enterprise Adrnins,MEDL. ..
| | 0 | e e i i S hd

Select now the policy “Log on Locally” and add new value to this policy. You will be
add the new Global Group created. For permit the remote access is important this
policy because when radtac try a login use this policy.
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Security Policy Setting B _.?.L}ﬂ

L;!_—_ Log ot lacally
'1.5

=

¥ Define these policy zettings:

ME DI TSDomain Fp .
FMEDIA I TADomain Guests

MEDIAATSDomain ImpexT rade

FAE DA TS omain Ricancabil

PEDIANT \Domain T

FEDIA I TSDomain TuttoSanita
MEDI& T SDammain Users _J
FEDIA I TSDomain T

FMEDIAITSDaminia POP

FMEDIA I TSDaminia Bienditon

FMEDIAITAE nterprise &dminzg

FEDIA I TAFree Access

hd
RACTIA I T Erm =i =

Add. Bemiove |

0k I Cancel

As you can look in the image display up, to the policy “log on locally” is be add all
the Global Group that required remote access permission. This setting tell to the
operating system that the user of this group can logon in Windows Domain. It is
necessary for RadTac.

When you add a new user in Active Directory do more attentino to
deactive Termina Server check box. The login and password that you
create have logon locally permission and if also Terminal Server
permission is enabled the user can be try logon via terminal server.

USERS OF WINDOWS 2000.

Always with Windows 2000 Administrative Tools, “Active Directory User and
Computer” you can add a new user. The new user after the first attempt of Radius
Logon will be copied in RadTac Database automatically.

The fields managed from RadTac are:
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Fanizzi Angelo (freeafanizzi) Prnpefﬁél _ﬂﬁ]

Published Certficates | MemberOF | Diakin | Objest | Secwity |
Envitarment | Sessions | Remote contiol | Teminal Sevices Profile |
General | Addiess  Account | Prafile | Telephones | Organization |

Uszet logar mame;

2

|freeafani22i | EREDAIT

Lkzer fogon rame [pre-windoms: 2000):

|MEDIAITY |Freeatanizzi
Lagan Heurs... logOnTe. |

l_ Aernufiti |i_'i:'.l=_-jflj aildl

Account options:

I™ User must change passvard at nest logon
N Uszercannot change passward

¥ Pazzword never expires

[ Store password Using reversible encrption

—ﬁ.l;_cnun:t EXpires
" Mewer

|wednesday, August 13,2003

=]

ok I Cancel |

&pply |

1) “User logon name” and “User logon name (pre-windows 2000)” are two fields

with value twisted and contain the remote access login.

2) Account Expires. This is the expired date of the remote access. After this date

RadTac reject login.
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Lippolis Giorgio (free22733) Properties _ﬂﬂ

Published Certificates | Member0F | Digkin | Objest | Security |
Etiviranrent | Sessions I Remate cantrol | Terminal Services Profile I
General I Address I Account I Profile  Telephones |'E_I'[gahl2,ati'cur‘| |

~ Telephone numbers
Home: (504311285 Other.. |
Pager  [01/20/1968 Other.. |
Mobil: | Other.. |
Faw I Dther.., |
|F phiome: !Fh:uuter Other.., |
Notes:
=
=

0ok I Cancel | Bpply |

In the section “Telephones”, in the user form is possibile to be define the next
specified value.

Home - In this field you can put the Telephone Number from witch the user can be
access. This is the user telephone number.

Pager — In this field you can put the date of burn of the user. If you put this date
RadTac can send birthday email message.

IP Phone — In this field you can put the static ip address for remote access or the
value “Router”. In case you put IP Address, RadTac send it at the request of access.
The user can be access only with this value. In case you put the value “router” as in
sample, RadTac not assign any ip address and demande to the NAS this operation.
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Zizzi Antonio {pollipoli@media.it) Properties 2| =i

E riviranment | Sestion: | R ermate cantral | Terminal Services Frofile I
General l .ﬁ.ddreﬁ‘ss.l .-’-‘-.::u:mnt ! Prafile | Telephanes I Drganization I
Published Certficates MemberOF | Dialin | Object | Securty |

Member of:
Marne: | Active Directar Folder
Dlamain Cazella Pozta FAEDA T ALlzers

Clamain T

<| |

Add: I Bemove |

Primary group: Damain Tacacs

There iz no need to change Primary group unless:
vat have Macintosh clients or POSE-camplisnt
applications.

0ok I Cancel Bpply

SECETREN GO |

In the section “Member of” you can select the group assigned to the user. This
operation is import because RadTac match the Name of the Active Directory Group
Name with RadTac Group Name. Is important that the name of the Goup is identical
to the RadTac Group Name. If you not have the same Group Name create a new
group in RadTac with the twisted name.

RadTac when receive a new request of remote access from the router do a
query in Active Directory with login and password. If match look the
Group in Active Directory and search in RadTac database this group. Now
applied the RadTac feauture configured in group and if all is ok authorize
the remote access. This procedure is simple and full of message help, in
RadTac Log.
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Chapter 4

CONFIGURATION

Only after having setup the configurations of RadTac Mananager Server it is now
possible to proceed. If RadTac Manager Server is used in “Internal Database”

mode it is possible to configure the application from this point on, consulting the
guide.

Execute “RadTac Administrator”.
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Click on “Options” and select “General Option”
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OPTIONS

General

LocalHost Address is the IP address of Server Windows on which RadTad
Manager Server has to be run. It is possible to automatically buy the IP
address with the “Default IP” key. This is allowed with this release of the
software licence. It is advisable to keep an IP Address in your own net and
to assign it each time to the RadTac Manager Server. In this way the Licence
can be moved from one Server to another.

Ip Address for Log Display is the IP address of Windows Sever and has to be
redirect the output of monitoring of the athentication system.

Database Name contained the complete path of the Internal Database used
by RadTac Manager Server to memorize the register “by hour” and the
configurations.

Users Password allows to select the way the password is memorized in the
internal database; if in crypto or in clear. If the internal database already
contains users, selecting the check box it is not sufficient to change the
selection from one to the other. After having changed the type of password
it is necessary, using the appropriate entry in RadTac Manager Administator,
to convert the password.

x|
General | ValidMode | Operat Sctieme: | EMail | Sohedule | Prory Radius | UDP Ports |
—Local Host Address - 1P Address far Log display
[80.83.161.199 |80.83.161.199
[Lacal [P [Eomputer of whick tacacs data must be

dizplayed. If this field iz null data will be
displayed an thiz Gomputer)]

Directany for D_'a\tabasé
!E: ‘radtachD ata _@J
[complete path)

—sers Fasaword: Dizplay Status Monitar

* Na Crypted IV |gniore lags for uhkhowt radios. attibutes

75| Setup Forit |

" Crppted

—Editor program for text filss

IE:'\F’roglam Filez\Windows NT\Accessonies\Wwordpad. exe _@J

—Debug

[ Swinte-Drebug information in the log file
‘wWharningl Wher E.H.:LS opticn is-active, the Ingfile can become'ton [angel

WARNINGI
It is necessary to restart the RADTAC X Concel
SERVER to let the variations be effective. s
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Ignore logs for unknown radium attributes inhibits the visualization in the
logs of the Radium attachments non managed by the application. This
selections is useful when, during NAS ® Radius Server dialog, irritating
warning messages are visualized about NAS attribute properties. In Defualt
this check box is selected.

“Write Debug Information in the log file” permit to enable the RadTac
Debug. This option will be enabled only in rare case because it increase the
log traffic and storage file. It is necessary in case RadTac not work fine and
you need find the error. Debug information is storage in c:\radtac\data

all subroutines begin and exit.

Validation Mode

WINDOWS NT USER DATABASE.

Selecting this operations mode, RadTac Manager Server authenticates the
remote access user checking access through the Primary Domain Controller
of the net and the Backup Domain Controller. Refer to the section
“Pianification” of this manual for the effects of this mode.

Domain Name NT.

In this field the name of the Microsoft Domain © to which the RadTac
Server belongs to has to be defined. We have noticed that frequently
system administrators mistake the NT Domain with the Internet Domain of
their own company. The Microsoft Domain © and the NetBIOS Domain of
the Net and not the DNS domain of TCP/IP.

List of Servers Enabled to Authentication.

In this field Memo need to indicate all the NetBIOS names of the Microsoft
Server © PDC and BDC of the net. Server Standalone can't be described.
All names must begin with “\\”.
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—Curent 05
Flatform WINDOWS NT  Wersion 5.0 (Build 2195 Service Pack 4)

—Walidation maode

" Wfindows 2000 - Windaws =P
[Aetive Directary)

¥ Windows NT4 Users Databaze -

) EIﬁternaI'l_-.lsers Diatabase [aindows Su

[~ Simple access

WARNINGI
It is necessary to restart the RADTAC :
SERYER to let the variations be effective. X Cancel v Ok

INTERNAL USERS DATABASE (WIN95/98).

This mode is decisively easier to configure, even in Window NT domain. It is the
only operations mode needed if the product is installed in Microsoft Window
Windows 98 © or Microsoft Windows 95©. Refer to the entry “Planification” of this
manual for further details.

WINDOWS 2000.

In this mode RadTac use the Active Directory of Windows 2000 or 2003 to store and
autheticate the remote access users. The user create in Active Directory will be
copied in local database of RadTac after the first successful attempt of access.
Please read this manual in module of Planning.
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Operational Scheme.

In this form you can select the type of installation of RadTac.

X
General | ValidMode  Operat Scheme | EMal | Schedule | Prowy Radiss | UDP Ports |
RadTao Serder
,a-fg \Lx“x o One FadT ac Sepver connected to alf the routerof

Eil . i natwork.
ek

NAS  MNAS NAS  MAS

RadTae Server RadTlac Server

- tare thar one RadTac Server, with-share of the
database. connected to all router of the: rstworl

RaclTac Server RaclTac Server

=y i tdore tharrone HadT ac Server, with share of the
N \, (" database; Every BadTac Server manages different
;N r/ N, roter, that thew authenticate customers shared

NAS  NAS MRS  HAS

WARNING!
It is necessary to restart the RADTAC
SERYER to let the variations be effective.

W Ok

In First option you can define the “Single Installation”. You can select it if your
have only one RadTac Installation.

In Second option you can define multiple RadTac installation “All to All”, All
Router to All RadTac. This installation is choised when you want a backup radius
configuration. In all Router you put first and second ip radius, the same ip. All to
All.

With the last modality you have many router and many RadTac, but the radius
traffic are distribute on it. This modality is used from all the ISP, Internet Service
Provider, that want distribute the radius traffic, if authentication’s traffic is high.

Capitolo 4 - CONFIGURAZIONE 35



Email Admin.

Selecting the check box “Send error messages via E-Mail to the administrator”
RadTac Manager Server will send informative email to the net administrators.

Outgoing mail (SMTP) Server.

Filling in this field with the DNS name of the out-mail Server, will enable
RadTac Server to send email to the net administrators.

SMTP Port.

Number of the electronic mail Server tcp/ip ports. The default value is 25.

Options Ed
"Jariu:uusl Y alidation mode  Etail Admin, | Schedulel UDF Part Infu:ul

—E-mail Server
Outgoing mail [SMTF] Server SKTF Part

|5 B

—v¥ Send emor messages via E-Mail to the administrator

From Address Fram Marme
Iradtac@media.it IHau:IT ac Manager Server
Recipient List Example:
giardina@media.it peter@hutn'!ail.cu:um
gasparo@media.it rnany@altavista, com = |
suzani@media, com Test
v Send me Email when the users are connected for more than 10 | hours

¥ Send me EMail when the number of the simultaneous connections exceeds the
maw allowed number

WARNING!
Itis necessary to restart the program X Cancel
to let the variations be effective. Snee

o Ok

Recipient List.

Fill in the net administrator’'s email addresses, so as he can receive
information messages.

Send me Email when the user are connected for more than ??? hours. By
selecting this check box RadTac, Manager Server will send email messages
recording all users that are connected for more than ??? hours. This
selection is useful to the administrator because it highlights all users that
are connected for more than a certain number of hours. These users could
be, in fact, disconnected by the net, but results connected because of
eventual lose of dialog data between NAS - Radius Server. When using
maximum number of users connected, the user could have problems
connecting. The administrator once having received the message should
control the users really connected on the NAS and eventually manually
remove the user trapped inside the user connected list.
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Send me email when the number of the simultaneous connections exceeds
the max allowed number.

By selecting this check box RadTac Manager Server will send email in the
case a user tries to access the net but has exceeded the maximum number
of contemporary access allowed.

Schedule and Email Users

Activating the appropriate check box RadTac Manager Server is able to
automatically send email to the remote access users. The input data regarding the
electronic mail Server name is closely related to the users that are set inside the
User Groups.

GREETINGS MAIL AND EXPIRY ADVISE EMAIL.

Number of days before birthday.

Through this numeric value it is possible to set the number of days before a
users birthday so as RadTac can send email birthday wishes

At Hours.

With this numeric value is it possible to set the hour of the day in which
RadTac runs a control of all the remote access users to which birthday
wishes are to be sent. It is recommended that this elaborating is run during
the night when RadTacc has a low access load on the net.

From Address

Senders Email Address. The user will receive a email message to which he
can also reply using this electronic mail address.

From Name.

The Name visualized to the user who received Email message.

This field has to contain the message to be sent to the user.
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T — X

Generall Ualid.h-‘[ndei Dperatﬁe}'r'emel Ebdal  Schedule I Prouy F'radiusl H{uz] F'u:urtsl
Enable the activities of the schedule v

—+ Greetings Mail

Mumber day bé_f_l:ur_e,hir:thday_l 2 z! 'eit'hl_in._:r'&'l 2 Zl S Tl

Subject |Augui
From Address I Fram Name!
tessage {Tan augurn per il suo compleanno dal team di MECHS OMLIME Sl

—Iv Exzpiry Advize Mail
Murnber day betore: axpire accas-date:l 10 zl at hnursl 3 EI =4 Test

Subject: |.-'-‘-.Wis'|:u di scadenza

Frﬁm..ﬁ.i:ldressl Fram Hame!
Mezzage

[ suo contratto per l'accesso a lntemet sta per scadere

¥ MWonthly reportz to the uzers

ko begin loend
Sefd o User ifll:hecked "I Cray to begin | 2 |Zﬂ Hi;uurl E % = | 7 |Zg
Frors Address Iradtac@media.it Fram Hame!Sthware di ficcesed
v MNetwork |pPool verfy v Maonthly histor. .lug_'s database —
Restore damaged IP at hours: i 4 ZI At hours i 5 ZI
WARNINGI
It is necessary to restart the RADTAC :
SERYER to let the variations be effective. X Cancel v Ok

MONTHLY REPORT TO THE USER.

Through this functionality it is possible to monthly send to the customers report of
all accesses carries out you to the net. It is necessary to indicate the Day of the
Month in which carrying out the operation and the hour of beginning. RadTac
Schedule, as an example, day two of the month, from the 6 to the 7 of the morning
will carry out the generation of the report and it will send to all the users to it
checked (selected). The selection comes made customer for customer or if we
select “no checked” the report it will be sended to all the customers does not select
to you.

NETWORK IPPOOL VERIFY.

RadTac Manager Server do a control of the network ip pool release to the
remote access user. This control permit to verify if an user is really connected or
the nas port is free because the user is disconnect without sent radius information
to RadTac. In Fields “At Hours” you will be define the time of clock in witch RadTac
Schedule execute this control.
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MONTHLY HISTORICIZZATION LOGS DATABASE.

RadTac Manager Server do a monthly recursive historicizzation of log
database. In “At Hours” field you will be define the hour when radtac manager
server execute the monthly clear up of primary database and create the little
month database in directory c:\radtac\data\history.

Proxy Radius

Through this folder of options it is possible to indicate the behavior that RadTac in
case of coming from authentication from an other Radius Operator. RadTac is not a
proxy radius but operativity of authentication under proxy works fine. A Proxy
Radius often sends back to RadTac the demands for authentication sending the
login with all the real of access, as an example: giardina@libero.it RadTac can
manage these users or with all the real, or widthout realm. As an example:

T — x|

Gereral | 'k:"alii':l.l'v'h:ude! Dperatﬁehemel Ebdail I Schedule Proww Radiug | H{uz] F'u:urts!

—v Suppression of Bealt and Domair i Logis Field

Realtd char.  Domaing hizt

|@  |media.it
sesamtel.it

WARNINGI
It is necessary to restart the RADTAC :
SERYER to let the variations be effective. X Cancel ' Ok

With this configuration when radtac receive a request from giardina@media.it
match it in database with only “giardina” login, widthout @libero.it. This option is
used only if you store login in database widthout @docomdomain. If you want
authenticate different dotcom domain with same login do not use this option and
deselect it.
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IP POOL TABLE

Ip Pool - Internal and External.

The first thing that the administrator has to do is plan the Pool
assignments of the IP Internet Addresses necessary for the Router to connect the
remote access user. RadTac Manager Serve is able to manage two different types
of IP Pool.

X RADTAL Administrator =10
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Internal IP Pool.

A Internal IP Pool is a Pool of IP addresses used by RadTac Manager Server to
automatically configure Router Ascend Max. These Access Server have a Set of
Property Radius Attributes that is able to configure automatically the NAS by a
Radius Server. RadTac Manager Server is able to take advantage of this capability.
If you have an Access Server Max Ascend it is adequate that you define a Internal
IP Pool and then assign in the Router Table said IP to the NAS Ascend. Then it is
possible to cancel from the configuration of MAX the Pool of IP Addresses destined
to the Modem and/or Digital Port. RadTac Manager Server will send the
configurations every time the Max executes a Start.

Hum Start Count Description Internal for router

|L| 119510319232 30 Ascend Max 6000
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IP Pool (external).

An Ip Pool (not internal) is managed totally by RadTac Manager Server and does
not require any type of property Radius Attribute. In fact, if this check box is not
selected RadTac Manager Server will manager the new IP Address Pool through the
standard Radius. An IP Pool which has been defined in this way, has to be,
subsequently, assigned to a Router, using the Router Table of RadTac Manager
Server.

By assigning an Ip Pool to a Access Server, through a router table, it informs
RadTac of which Ip Address it can send to the user that is requesting access from
that Access Server.

In fact RadTac Manager Server manages the assignment of the Ips exclusively so as
to allow the administrator to plan access to his own net by type of user.

If the administrator wants to manage two Different Access Types. Example: Paying
Users and Free of charge Users. He could have the need to differentiate the use of
the band according to who is requesting access — a paying User or a Free of charge
User. In this context RadTac Manager Server allows the assignment of different IP
Address according to if he is a Paying User or Free of Charge User. After this, with
Hardware or Software that is able to control bands, the administrator will be able
establish to the IP Pool Different Priority and/or Secure Band. In the context it is
necessary that TWO IP POOL are defined for every Router. After this, with the
Router Table we will tie together the IP Pools to the same Router and with the “Set
of IP POOL” table we will divide the two pools into two different categories of use,
one paying and one free of charge.
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B Ip POOL
I - > » + - s 4 o E Cloze
Hum Start Count D escription iternal for route ~
1195.103.192.33 30 Ascend Max G000 i
|4 2135103192 66 30 Ascend Mag 6000 Free r _I
3194184128131 16 Cisco 2571 r
K _>IJ
Available IP Address [automatic administration])
Address I Used IAccessingIDamagedI Login |;|
p]195.103.192.66 v r
| |195.103.19267 r r r
| |195.103.192.68 r r r
| |195.103.192.63 r r r
| 19510319270 r r r
| 19510319271 r r r
15510313272 - O O | |
| |195.103.192.73 r r r
| 19510319274 r r r
| |195.103.192.75 r r r
| |195.103.192.76 v r r
| |195.103.192.77 r r r
| 19510319278 r r r
< | _>I_I
Pinging IP 194.184.128.146 4
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SET OF IP POOL TABLE.

SET of Ip Pool Management

Through the SET of Ip Pool table the administrator defines the Ip Pool Groups. The
IP Pool Groups collect all the IP Pools that have to be used by the NAS so as to
allow net access to selected User Groups.

To a User Group only one “SET of IP Pool” can be assigned.
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Sakted Uzrs 127, AIUmE Trer Tyt ) A ComeatEs Naite: ARDRCREDIA 80,55 161 155

For example in the illustration below it is possible to observe that a Set of Ip Pool
has been defined for Free of Charge Access. The Paying User, referring again to
the example, will be managed from the Internal IP Pool.

i B

IP Pools |
NHumber D escription |5talt P |Euunt |
| 2 Azcend Max 6000 Free 135.103.132.66 30
Ld 3 Cisco 2517 194184128131 16

~E B
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ROUTER TABLE — N.A.S.

Router and Attributes.
In this table, it is necessary, that all Routers are defined, that are part of the same

net and have to authenticate remote access users.

Also, it is necessary that for

every single Router all the Radius attributes and supported Ip Pools are defined.
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IP ADDRESS.

Fill in this field with the Primary IP Addresses of the Router.

SHARED SECRET.

By Clicking on the border of the field the share password can be inputted onto the
Router (which have been previously set). This field is optional. Only input the
value if the share password is configured on the Router.

DESCRIPTION

This is a reference field. Fill in the DNS Name of the Router or the make and model
of the Access Server.
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INITIAL BANNER.
This field can be defined only in the presence of a NAS Ascend. The value set will
be sent to the Max Ascend at the start, during the outbound phase.

RADIUS ATTRIBUTES

In the below table, fill in, selecting among the existing ones, the attributes for every
single access server. Firstly, click on any part of the attribute table and then click
on the + key, this will add on an attribute. Proceed with the same procedure until
all the attributes managed by the Router are inserted. The upper keys have
different functions depending on the part of the table selected.

IP Address Shared Secret [Hadiusz]|Descnption Imtial Banner [Ascend]
134184128130 o= Cizco 2611
I|195.103 19223 = Azcend Max 5000 Azscend Max Media Online _I
IP Pools |
Mumber |Description Start Count Inlernal for ruutel ;I
n 1| Azcend Max G000 195.103.192.33 a0 rd _I
L 2| Azcend Max G000 Free 195.103.192.66 a0 O
Radius Attributes for Access-Accept |
Cod |Hame |‘."alue |T_|,l|:|e |Descriptiun | ;I
|| 9| Framed IF Metma 255255 255 255 IP Indicates the IP netmask to be configured fo
n 10|Framed Routing |0 Integer O=Mone 1=5Send routing packet 2=Listen fo
n 12 Framed MTU 1500 Integer Indicates the Mawimum Tranzmizzion Unit ta _I
n 13 Framed Compreszsz 1 Integer O=Mone 1=¥J TCPAP header compression
n 28 Idle Timeout 3600 Integer Setz the maximum number of conzecutive
M Fart Limit 1 Integer Setz the maximum number of ports o be pra LI
| v
IP POOLS.

Inside the central section of the Router Table the IP Pool supported by the
Router have to be defined. For example, the Router Ascend Max 600, illustrated
above, supports an “Internal” Address Pool used in default by the generic users or
paying users and a Address Pool “Ascend Max 6000 Free” managed by RadTac.
Later on we will illustrate free of charge access
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ACCESS TYPE

With the settings in the “Access Type” you can define the various net access
strategies. These Access strategies will be evoked during the definition of the Users
Groups. The “Access Type” table defines the type of access; ISDN, Ana logic,
consented Network etc. etc. What is defined in a type of access represents the
resources allowed to one user group.
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CREATING A NEW ACCESS TYPE.

With the first column you can create new profiles of access. Every access profile
can be grouped on one or more, previously defined, Router. For every Router one
or more access ports can be defined. The same Router can be exist on more than
one access profile, that has different access ports or with the same ports. For
example, you can define different access profiles for ana logic or isdn user types.
Define different profiles for different connection of the same Access Server.

HIERARCHIC STRUTTURE.

The three columns have a creating structure and manages independent or
hierarchic types. The third column illustrates the data relating to the factor selected
in the second column. The second column illustrates the IP Access Server relating
to the Access type selected in the first column. It is for these reasons that inserting
data must be from left to right and after every entry a save of the column is to be
made before moving onto the next column, on the right, which is independent from
the one just entered.

Example: In the below illustrations, we see all the access data regarding the COMM,
IP Address 194.184.128.23, and the ports defined for this IP Router from 1 to 12.
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[l Cloze

Type of access IP allowed Ports allowed
+ | — | o | i I + — G 34 + — G B
Type IDescriptiun |:| Router Descriptio « Port Type =
P[COMM  Analogic Modem 56K P AETRETREEREI i M 5230 C 1 Agypnc |
|| IS0 MHetwork 1SDM 194.184.128.30 Router Cizco 3640 | 2 Async
|| ARES Metwork Telcom | 3 fspnc
| ARET Metwork Infogzys | 4 fspnc
| AREZ Metwork Tin | 5 Asunc
| |4RE3  Metwork Teleware _I _I | E Async
| 7 Async
| g fspnc
| 9 Asunc
| 10 Async
| 11 Async
- - 12 Azync -
| Y
IP ALLOWED.

This field contains a value that can only be selected. Clicking on the “IP Address”
field a bar menu appears that allows to select a value that has been previously
exposed and acquired by the Router Table. “Router Description” is a descriptive
field which is automatically filled by selecting the router.

ROUTER DESCRIPTION.

This field is only for reference. It is automatically filled in by selecting the Router.
This value can be modified by intervening directly on the Router Table.

PORTS ALLOWED.

Depending on the Router selected, in the field, you can define all the access ports
allowed to the remote access user. Special care has to be made when defining the
access ports. Also, every Access Server supplied with ports that seem easy to
define, example from 1 to 30, in fact, are ports to be humbered in a different way —
from 20030 to 20060 for analogic and maybe from 20130 to 20160 for isdn digital.
To define correctly the value to be inserted in this field, it is recommended that
initially 1 to 30 is used, then monitor the access LOG and correct it. In this case,
look in the log for the Radius attribute “Nas IP Port”.

PORT TYPE.

This is a List-Box field and one of the preset values can be selected by clicking on
the lower part of the field. For a correct compilation of this field it is recommended
that the “Async” Type is selected, after the first test, and then it is improved by an
analysis of the access log. During the log consultation look at the Radius attribute
“Nas Port Type”.
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GROUP PROPERTIES

User Group Planning

A remote access User can belong only to one group. The group is a
collection of remote access users that use the same access type. More than one
access type can form part of the same Group. The remote access user that belongs
to a group, automatically take advantage of all rights of access defined for the
access type, connect to that group.
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Radtac Groups in Windows 2000 2003 and NT.

The interconnection between the Windows 2000 or NT users and the
RadTac 2000 Server users occurs through the Groups. The RadTac 2000 Server
Group Name has to be identical to Windows 2000 or NT Server Global
Group Name. In fact, it is with this same named group that RadTac Server can
understand which RadTac user Group belongs a Windows 2000 or NT user.
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CREATING A NEW USER GROUP.

Open RadTac Administrator and select “Files” and then “Group Properties”.
The configuration options, could in part, not be activated. This will depend on the
operation mode selected. When using Windows NT, some functions, like allowed
hour bands, are managed directly by the operating system.

EHGRoups TABLE o] x|
I P . b + - : 5 4, = ‘ Kl
Lt | Detal | Other |
Bl (L5 Dezcnption I |
: B EorbFlat1 20
| BombFlat250 BombFlat250
| |BombFiatsno BombFlat500
|| BombFlateD BombFlate0
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GROUP NAME.

The “Group Name” field contains the RadTac Group names. It is with this
field that Windows NT connects the global groups of Windows NT with the local
RadTac group. When operating in “Internal Database — Windows 95/98” this is only
a reference field.
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MAX HOURS AND SURPLUS CTRL.

If the Max Hours field contains a value different than 0 (Zero), RadTac
Service will regard the access as “use by hour”, denying access to the users
belonging to this group who have exceeded the maximum number of hours set in
the field. In fact, the access block will occur only if the Check Box “Surplus Check”
has been selected. If this check box is not selected, RadTac Service once reached
the maximum number of hours, will not stop access but will continue to add the
excess hours.

MAX HOURS MONTH.

If the Max Hours Month field contains a value different than 0 (Zero),
RadTac Manager Server will treat access as use of hours per month. The remote
access user can access the net until he reaches the value set in this field for the
current month. Once reached this set value, if the check box “Surplus Check” as
been selected, RadTac will automatically deny access until the next month.

MAX MINUTE FOR DAY.

If the Max Minute for day contains a value different than 0 (Zero), RadTac
will treat access as minutes consumption in one day. the customer will be able to
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access the network until to attainment of the value in minute for the day. The
successive day the progressive will be annulled.

MAX KBYTES.

If the Max Kbytes field contains a value different than 0 (Zero), RadTac
Manager Server will treat access as use in Kbytes. The remote access user can
access the net until he reached the maximum number of input Kbytes + output
Kbytes. This control can only be used with Radius protocol; the Kbytes
calculations in input and output are not supplied by the Tacacs protocol.

MAX SIMUL CONNECT.

This field can contain one numeric value. It represents the maximum
number of simultaneous connected allowed by the remote access user that belongs
to the group.

SESSION TIMEOUT (IN SECONDI).

If the field contain one numeric value different to O (zero) RadTac apply to
the user in this group a max duration connection. In any case the time of the
remote access connection not can to exceed.

IDLE TIMEOUT (IN SECOND).

If the field contain one numeric value different to O (zero) RadTac apply to
the group a maximum idle timeout in second. If the user do not generate internet
traffic for the second value set in this field will be disconnected.

OUTGOING SMTP MAIL SERVER.

In this field will be inserted the name of the smtp server used for send
email warning to this group of user. RadTac send to this user email message with
mountly report of connection and greating email of birthday or expire message
advice.

MAIL DOMAIN.

In this field you can insert the @dotcom domain for the user of this group.
This value is used with login of the user, sample login: rossi + mail domain:
@domain.com = rossi@domain.com. In this case the email is send to
rossi@domain.com

SMTP PORT.

In this field you can set the tcp port used to send email message to smtp
senver previously configured. The standard port is 25.
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CALLED STATION ID.

In this field you can set the list of the telephone number called from the
user. The user of this RadTac Group can be call only this telephone number for
access to the network, if the call from telephone number is not include in this list
the remote access user is rejected. You can use also wildchar dos syntax as
0804089* or ??7?4089?7?7?7.

WIDE DESCRIPTION.

In this field you can describe the group created. This is only text field. Not
have any feauture in RadTac operational's work. This description can be display
from the user in online web report. http://www.domain.com/radtacadminsecure/...

ACCESS TYPE CONTROLL.

If the “Access Type Ctrl” check box is active, RadTac Manager Server runs
a IP NAS, Nas Port and Nas Port Type source control, previously defined in the
“Access Type” and assigned to the current Group.
If the “Access Type Ctrl” check box is not activated, RadTac Manager Server will
only control access characteristics in relation to password, hour bands and
maximum number of hours allowed, permitting access from any net.
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ACCESS TYPE.

In the “Access Type” window the Access Types have to be selected to
which the remote access user, who is part of the Group, can access.

USER TELEPHONE CTRL.

If the “User Telephone Ctrl” check box is active, RadTac Manager Server
runs a control on the incoming user telephone numbers. This setting is made when
inputting the user to a Group. During the input phase of the user to this Group it is
important that the correct telephone number is inserted, so as to allow access.

CALLED STATION TELEPHONE.

Using the “Called Station Telephone” field, RadTac Manager Server runs a
control on outgoing telephone numbers. This field can contain the net access
telephone number. This type of control is used in case to one same group of
telephone lines correspond more than one string of numbers with the same
beginning. By indicating in the “Called Station Telephone” group, only the users
belonging to this Group, they will be able to access calling the “Called Station
Telephone”.

IP POOL CTRL.

By activating the “IP Pool Ctrl” check box it will be possible to assign to a
User Group an IP Pool Net from which they can access. The Users belonging to the
group will access the net using one of the IP Pool Address on which they are
requesting access, supported by the Router.

[ Agcessy Tupe Ch ' I ax Minute.-"Da_l.JI 2400 Z]
Iy 1P Posl Ct b aw simultansous cnnnectinnl 1 Z]
[ Uszer Telephone Cil =
[~ Rechageable Seszion Timeout Esecohds]r—-Z]
I el tele Timeout (secnnds)| 360 %)
—Ip Pool Set |

RECHARGEABLE.

If the “Rechargeable” check box is activated, RadTac Manager Server will
consider the access as Rechargeable. A rechargeable access is to a large extent an
access to the net by use in hours. Hours can be incremented by blocks of extra
hours, inserted with a recharge password. For supplementary information, go to
the “Recharge” section.

The Group defined in the above illustration is an initial 40 hour “Rechargeable”.
The recharges can be printed directly by the Administrator program, in various hour
sizes.
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E-MAIL FOR THE USERS.

For every single User Group a different electronic mail server and a
different internet domain can be defined. For example, in the above illustration the
User Group “Access Recharge 40” has a outgoing mail server named “mail.media.it”
and a mail domain name “mail.media.it”. E-mail messages send automatically to
the “Recharge 40” will be address to an email composed by an access login + a mail
domain “LOGIN@MAIL.MEDIA.IT” and will be sent by the server of electronic mail -
MAIL.MEDIA.IT.

Therefore you can correctly and automatically send expiry date messages and
“Happy Birthday” wishes to different user nets, subnets and Web service suppliers

ACCESS TYPE.

In the “Access Type” field you can call up, predefined, access types. To an
access group, more than one “Access Type” can be set. An “Access Type” will
group together more than one Network Access Server, hence representing a net.
The result of selecting one or more access types in the group is an operation that
defines what nets a User Group can access. With the “Access Type” you can
differentiate type of access, ISDN or Ana logic. In fact, you can create two different
“Access Types” that use the same Router but with different port types (Sync, Async,
ISDN, ISDN Sync, etc. etc.).
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USERS MANAGEMENT

When you execute RadTac Administrator the list of RadTac users is visibile
immediatelly in the grid up to left, as you can look in next image. After the first
installation this grid is empty. You can use bottom for add, edit or remove remote
access user.
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If you use modality Windows 2000 Active Directory or Windows NT Sam Database
the new user will be inserted from the operating system tools. You can use RadTac
Administrator for add new user only if the application is configured for work with
internal database.

If you use Windows 2000 or NT user database look Windows 2000 or NT section
manual for more information about the management of user with RadTac.

If you want use Internal Database continue to read this manual section.
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ADDING A NEW USER.

By clicking on the [ + ] key, in RadTac Explorer you can add a new user.
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LOGIN.

The login field contains Net Access ID. A definite user when assessing the net will
use this login.

ENABLED.
With this check box you can activate or dis-activate a definite user.

EXPIRE DATE.

In the expiry date field the access expiry date has to be inputted. If operating in
Windows NT this field must not be filled in. The Windows NT expiry date overrides
this field.
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FULL NAME.

“Full Name” field can contain the user’s Name and Surname. It is a reference field
and does not have any function.

TELEPHONE

With this field you input the User’s Telephone Number. This is NOT a reference
Field. Making this user part of a Group that controls the source of incoming
numbers, RadTac Manager Server RadTac Manager Server will be able to
precondition access to the net so as the incoming number and the definite humber
of this field are the same.

ADDRESS.
With this field you input the address of the user.

CITY.
With this field you input the city of the user.

ZIP CODE.
With this field you input the Zip Code for this user.

COUNTRY.
With this field you input the Country of the user.

STATE.
With this field you input the State or Province.

E-MAIL ADDRESS.
With this field you input the E-mail address of the user. If not inserted RadTac
create it automatically from settino of the group, (login + Mail domain) configured
in group properties.

GROUP.

Here you can select the Group to which this user will belong. The group to which
this user belongs to is fundamental to Radtac Manager Server so as to establish
which characteristics have to be used. The GROUP filed is FUNDAMENTAL in
Windows NT mode. In fact the GROUP NAME has to be defined identically to the
one set in Windows NT.

BIRTH DATE.

The “Birth Date” field contain the user’s birth date. By filling in this field and
activating the “Email To User” function, RadTac Manager Server will be able to send
birthday wishes to a definite user.

Capitolo 4 - CONFIGURAZIONE 57



PASSWORD.

In this field the net access password that will be used by the user during
connection, has to be inputted.

ROUTING MODE.
The different possible selections in this field are:

THE NAS SHOULD SELECT AN ADDRESS FOR THE USER.

Selecting this mode, Network Access Server will emit, to the user, an IP address
belonging to the range of addresses specified in the configuration of the NAS.

THE NAS SHOULD ALLOW THE USER TO SELECT AN ADDRESS.

Selecting this mode, RadTac Manager Server will allow the user to access the net
with the IP address revealed to him. If the user's Remote Access Client does not
indicate the IP Address with which he wants net access the same user will be
disconnected.

THE NAS SHOULD USE THIS IP ADDRESS (STATIC IP).

As soon as this mode is selected, RadTac Manager Server, will assign to the user an
IP address with a definite status in the “STATIC IP” field, that appears as emission
data.

CHECK BOX — SEND REPORT.

This check-box select or deselect the report send procedure to the user. This check
box work with the setting in radtac option. In RadTac option menu you can
configure if RadTac will be send report to select or NO Select user. If you set radtac
to send report to the checked user, when you select this check box RadTac send
report.

COUNTERS CONNECTIONS.

The values visualized in “Counters Connections” can not be changed. They
are automatically updated by RadTac Service during access authentication. You can
check the following operations: first access date; last access date; the total number
of connection to the net; the total number of access hours regarding the current
month; and input and output Kbyte Totals regarding the user.

COUNTER FAIL CONNECTIONS.

The values visualized in “Counter Fail Connections” can not be changed.
They are automatically updated by RadTac Service during access authentication.
You can check the number of failed connections because of wrong passwords, for
simultaneous net access, failed access because the user doesn’t correspond with
the characteristics of the Group ore for surplus of hours
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CURRENT MONTH LOG BUTTON.

: Uszer giardina
- . ¢ K
End Connect I Hours Ilnpul Bytesll]utput Bytes | Telephone IFaiI Reason I ﬂ
14/08/193312.2635 | 0:11:58 83452 1385632 | 804974425
14/09/193315.27.36 0 0:0: 3 53 55
14/03/139315.35.42  14/09/199915.3852 0 039 16228 50579 804058857
14/09/193315.40.04  |14/09/1933 154016 | 0012 343 226 804058357
14/09/1933 164713 | 14/09/133316.48.41 | 0 1:28 3387 24503
14/09/133317.26.24  14/09/133317.27.22 | 00057 15656 11304 304058335 _I
[Tot. rec.: B i

By selecting the “Current Month Log” you can consult the current monthly user
access log. Above is illustrated a user’'s connection table that visualizes date and
hour of connection start, connection end, duration in hours, input and output bytes,
incoming telephone number and in case of failure the reason why.

MONTHLY LOG.

By selecting the “Month Log” you can consult a reference table giving user access
for the month. The data of this table are constantly used by RadTac Manager
Server to control the user that has hours per month access.

e - - I
Month | Hours |Input K.Bytes | Dutput KBytesl ﬂ

a 1:56:12
| 1:11:36 LI
Tot rec: 2 o

RESET LOG.

By selecting “RESET Log” you can cancel user progressive fields in account record .
This button do not cancel any log record in the month log.
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WINDOWS 2000/3/NT RADTAC SERVICE.

RadTac 2000 Server can be installed as a Windows 2000- 2003- XP PRO or NT
Service. This feature can be used only by installing the licenced package. The trial
release does not contain this software. Installation in Windows NT Services is done

with the “RadTac Start-Stop” program.

RADTALC Service Administrator

i RadTac Services | Al Services
[On Local Machine]

—RadTachklanager Service

Status: =l

[r=tall

RUMMIMNG St

Writstall

—RadTacScheduler Service

Status: e

[r=tall

RLIMNMIMNG Stop

Wrikstall
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Chapter 5

USE

In this chapter we will describe how RadTac Manager Server authenticates the
remote access user and which are the useable software instruments.

RadTac Service.

RadTac Service authenticates the user. Respecting all the condition set, it
continually monitors the Tacacs UDP and Radius ports waiting to receive
authentication requests. As soon as it receives a request it runs a check on the
conditions set and then responds to the NAS that has sent the request.

s FADTAC Server N [=]
i ) - LY i
Eibart Stop Hide Log Test Tray icon E xit

02,/03/1339)

\Local IP: 195.103.192.20 \UDP Port: Tacacs=49, Radius=1£45/1646, Log=8901. Internal=8302
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Windows ME-98-95 Mode.

In Windows 98-95, RadTac Service has to be constantly running. In the Log
window it continually shows the dialog between NAS and Radius Server.
Nevertheless, you can reduce the software into the Windows’ ICON TRAY, instead
of having it always on the desktop. Once reduced in the Windows’ TRAY ICON,
RadTac Service will continue to operate as though it is open on the Desktop. If you
click with the right mouse key on the RadTac Service icon, when it is in the Tray
Icon, you can close the applications, that in future, will be started directly from the
Tray Icon. Therefore, create an automatic RadTac Service link in the Start up folder.
Doing so, RadTac Service will automatically execute at the system startup.

Windows 2000-2003-XP PRO-NT Mode.

By using Windows NT, RadTac Service can be run either on the desktop or as a
Windows NT Service. The Windows NT Service is only part of the licenced user
package (those who have purchased the product). After having run the first
installation it is advisable to run “RadTac Service” temporally on the Desktop so as
to immediately analysis any problems. Windows NT Service mode operates in total
silence and is therefore difficult to pickup eventual installation errors. After having
tested if everything runs to specification you can close “RadTac Service on the
Desktop and then run it in NT. It is therefore clear, that both the applications can
not be run simultaneously because they use the same UDP port.

Radius Authentication.

As soon as RadTac Service receives an authentication request on its UDP port the
following display will appear:

ACCESS-REQUEST

Analysis two fundamental elements so as to fine tune the access type configuration.
NASPort (example 20103)
NASPortType (example Async)

NasPort represents the number of NAS ports on which the user is accessing. The
number of ports is not a Hardware value but changes according to the Type of Port.
On a NAS Ascend Max 6000 the Async ports are numbered from 20100 to 20160,
whereas the ISDN ports are numbered from 10100 to 10160.
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The numbering of the NAS ports has to be correctly put in the access type table.
For Example:

IP allowed Portz allowed
&+ — o o4
Ip Addrezs Router Dezcription -

| [194.184.128129  Router!D.Media it [Secondo A o000

| 194.184.128.30 Routerl.Media.it [Principale ke | 20001 Agvnc
| [134.1841281681  Routerl3.Media.it [Router Glok || 20102 Async
l 134.1834.128.23 b ax dscend 6230 | 203 Asvnc
| 13418412897 Routers.Media.it [Router Futur. J | 20104 Agpnc
| [195.103192123  Router2 Media.it (Router Met3: || 20105 Async
| 195103192161 |Routerd.Media.it [Fouter Quas | 2068 Agvnc
| 195103192 65 Router3.Mediait [Router Sesal | 20107 Agpnc

j | 208 Asgwnc j
s

NASPortType represents the Connection Type, Asyn or Sync (if ISDN): The port
type defined in the Type of Access and assigned to the user has to have the same
value as the one given during the authentication phase

RadTac Service controls if the user comes from a defined source, if from a port and
with a consented connection type. It also controls, if defined, if the access by hour
settings are respected. Once run all controls, it will reply to the NAS with

ACCESS-ACCEPT
And quickly after the access attributes that the NAS has to apply to the incoming
connection. Even if only one setting does not correspond RadTac rejects

connection, replying to the NAS with ACCESS-REJECT. In this case, the cause is
visualized on the Display.

AUTENTICAZIONE TACACS

Tacacs authentications is very easy and does not involving the setting made in
RadTac Administrator

14/09/99 0.00.06 - LOGAN - davide <195.103.192.129> Port 16
14/09/99 0.00.07 - LOGOJT - davide <195.103.192.129> Port 16
14/09/99 0.00.07 - SLIPON - davide <195.103.192.129> Port 16

The request for access arrives through a LOGIN — username IP ADDRESS NAS and
Port.

The Connection Type is not supported by the procedure and for this reason the
TYPE field in the Access Type table does not have to be defined.
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Chapter 6

MAINTENANCE TOOLS

RadTac Server features two different software
that effect the usual maintenance operations.
Radius Server maintenance is essential. A fast
user authentication is strictly related to the Radius
Server situation and to the Server NT or Windows
98/98 where the software is installed.
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RadTac Emergency.

RadTac Emergency, also called RadTac OK, is a utility software included only in the
licenced user package. It buffers a brief period of inactiveness of the “RadTac
Service” authentication software. Authentication Software inactiveness is requested
during the access log maintenance phase. They are contained in the internal
database on the server in the c:\radtac\data directory. RadTac Emergency does not
operate using the abovementioned database, at the same time all the
authentication operations are active. This program has to be run every time that a
maintenance of the database is required.

E9RADTAC OK
i = 1l

lart Stop E xit

\Local IP: 195.103.192.20 \UDP Port: Tacacs=49, Fadiuz=1£45/1646 o
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RADTAC EMERGENCY OPTION.

The only configurations possible for RadTac Emergency are available in the options
menu.

EXRADTAC OK =100
= = il
lart Stop E xit

Yiew Log Optionz | Fi adivz .ﬁ.ttrihutesl

—MT Walidation Maode
W Allow Windows NT walidation

Dramain name MT

|HEDIA.IT

—Shared Secret [for Badiuz Protocal anlyl——

=

\Local IP: 195.103.192.20 \UDP Port: Tacacs=49, Fadiuz=1£45/1646 o

The software will operate in Windows NT mode, by selecting the “Allow Windows
NT Validation Mode” check box, after this, indicate the Microsoft Domain name
(NOT INTERNET). If the software is to operate in Windows 98/95 mode don't
select the abovementioned check box. In this last case all users requesting access
will enter the net without any checks. Having selected the Windows NT mode,
RadTac Manager Server will run access controls in accordance with the settings
made for the user in Windows NT; controlling password login, expiry date and hour
bands.

MAINTENANCE PREARATION.

There are two different log types. One is in the c:\radtac\data, directory as a text
file called RadTacGGMMAAAA.log , and the other is in the internal database
c:\radtac\data\radtac.mdb Microsoft Access ©. The text type logs (.log) are
generally saved so as to printout records of connections, for legal reasons. The
access transactions contained in the RadTac Manager Server operations database
are used by the applications to manager user by hour. The radtac.mdb Database
can not be cancelled from the command line but has to be cleared by a suitable
selections. To do this stop, Windows NT Service “RadTac Manager Service” in the
services list or in Windows 98/95, and close the RadTac Service software. Then
start RadTac OK, this will avoid time out reject access from net NASs. Then start
RadTac Administrator to run the maintenance requests.
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RADTAC Administrator TOOLS.

With RadTac  Administrator you can run a maintenance  on
c:\radtac\data\radtaclog.mdb database. All operations allowed are under the Tools
heading. It is a good habit to periodically run a “Compact Log Database”.

S]] [ip oo miticar o i cmicks of vechaign |: !:.Eﬁ-gl-ﬁl il R 1 i N 1
Conmpack Loges CratalEs
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| Lol SN T Gk FLAETCOEIR < T L, BomiFlai25

| | howb eSSkl FLYELN 0B« 233 4,  HombFl=260
(R e ] FLARTODAIY <37 F BomtFl=iSHi ;l
Ll

Sakdted st 122 Wit Dicke bk g |ncal Compiiee Maime: RO RONETIA <8055 18] 155

Compact database.

Compact database is one of the most important maintenance functions. It really
cancels from the database all records cancelled logically with the Clear Log Function
and then runs a structural repair of the tables. The Repair is also advisable after an
unexpected shutdown of the Server NT. At restart, the user table could be
damaged. RadTac Administrator uses repair to repair the structure of the database
closing all un-computed records
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ENCRYPT and DECRYPT Password.

RadTac Manager Server manages the remote access user password in crypt or in
clear. Selecting the operations mode is done from the RadTac Administrator

T X

Tierieral ] valid Mode | Operat Scheme | EMail | Schedule | Prosy Radiue | UDP Poits |
—Local Hozt Address i~ IF Addrezs for Log display
[80.83.161.199 |80.83.161.199
[Local IP) [Computer on which tacacs data must be

dizplaved If this field is null data will be-
displaved on this computer]

~Dlirectan for D_'.Eigal:uasé.
!E:'xrau:lta-:"-.D ata i-?.J
[complete path)

—zers Pazsward zptay Status Monitar

&+ Mo Crypted I |gniorelogs for unknowr radius attibutes
¢ Cupted status toritor Text SRRV

~Editor progran for test files-
II:: “Program Files'windows NTh4ccessones\Wordpad. exe _@J

—Debug

[ winte-Bebug infotmation in thelag file
Vitarning! Yhen this option is active. the log file can become too large!

WARNINGI
It is necessary to restart the RADTAC :
SERYER to let the variations be effective. X Cancel v Ok

It is necessary to restart the program for variations to be effective.

All the same, if you need to modify the selection, changing the check box, from
crypt to clear or vice versa, is not sufficient. You need to convert all the passwords
present in the file from one mode to the other. The user password is memorized
into the database during the inserting phase.
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If you are operating in “NO CRYPTED” (clear), when inserting a new user the
administrator will submit to the database the password in clear. During an access
request the password in the database is compared with the value given by the NAS.
By modifying the option from “No Crypted” to “Crypted” RadTac when
authenticating thinks it has to compare a crypted password and thus runs a decrypt
of the password (set in the database as clear), going into error. It is thus
obligatory, if you want to change the operating mode, to convert the user password
in the correct way.

Eom:'--.l Chedbiog o s cmicks of rechnioe |: !_,T__,ﬁ-g]-hu My g,‘j ﬂ ™ T+1 T L
o
Conmpack Loges CratalEs
Lo [Ful - E
Y me a4 Deciodng Pasrivaed A
N ek FLl Caloirn pearresdos s for the oroupof iseis
£ 1 L1 s S L e et s R R
R T ks FLAEVONEE = 37 &, BomcFlallSi
| | howb eSSkl FLYELN 0B« 233 4,  HombFl=260
l (R e ] FLARTODAIY <37 F BomtFl=iSHi ;l
L
=] Logm [ttt [Framod I |Ma
¥
o] o 4 o
zse&te-:llzsars: 122 LT ied Bl lll]-'l._ | a3k Compiiee Mt MO RCWEDA <8050 1] 00
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Chapter 7

REMOTE ADMINISTRATION

RadTac 2000 Server has a configuration interface via Web, that allows to manage
remote access users and the connections logs of these users. The applications

operates through the Microsoft IS 4.0 (or superior) ASP interpreter and the ODBC
component data access.

2 RadTac 2000 Administrator Menu - Microsoft Internet Explorer o IEIlil
Bile Edit Wiew Favortes Tools  Help ﬁ
$aBack = - () ; A% | ‘Qisearch [ElFavorbes ivedia o | By S 21 -« H ] oy
Address |@ http: /ftest2, sitincomputer.it/Rad TacadminSecure/ j {;‘)Go | Links #*
And LA ': r
nl:'_L,::
[[— == —T]
MANAGER SERVER 2000

1995-2003 € RadTac Manager Server All Rights Reserved by Media Online Italia s.r.l,
Via Nino Bixio, 27 /3 - 70017 Putignano (Ba) - Ttaly - bt A radiac.com - Tel.+39-080-4055115

USER MENU LOG MENU

1-Add Mew RadTac User G6-Display Log For Internet Usar
2-Search RadTac User 7-Display Progressive Log
3-Display FadTac User S-tew Free Internet Liser

|[4-Change RadTac User
S-Delete RadTac User

MONITORING

S-Crgplay MoWindowsMT User [11-Monitoring Ip Assignment,
10-Diisplay User Expired 12-Dizplay User Connected

1995-200% & Media Gnline Italia All Rights Reserved - RadTac Manager Server are Trademark,

| B

|&] bone: [ [ | mtemet
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WEB SERVICE

There are two different remote administration releases; one for Windows NT and
another for Windows 98/95. They are on the hard disk, in RadTac Manager Server
installation directory. The Windows NT release is in the c:\radtac\TacNTWeb
directory. The Windows 98/95 is in the c:\radtac\Tac95Web. So as to use the
remote administrations component, Microsoft 1IS © has to be configured
appropriately.

REMOTE ADMINISTRATOR VIA NT- 2000 O 2003 AUTHENTICATION.

This modality can be used if RadTac is configured in operational mode “active
directory” or in “S.A.M. of Windows NT”. During the step installation RadTac have
generated in 11S a web folder alredy ready for use the web service remote access
administrator.

To be access to this procedure is required the reset of the operating system, after
the installation. After the reset you can digit the next url to be access:

http://Name_Of_The_Server.com/RadTacAdminSecure

Will be required a administrative login and password a after the confirmation will be
displayed the webpage print in up page.

REMOTE ADMINISTRATOR VIA INTERNAL DATABASE AUTHENTICATION.

This modality can be used if you have configured RadTac for work with internal
Microsoft Access database. The authentication is do with login and password stored
in MSaccess database, for display progressive log access to the remote access user.
The administrative access security is null if you use Windows 95-98. If you use
internal database on Windows 2000 or NT you can set file permission on ASP web
page for prevent the piracy attach.

To be access to this procedure is required the reset of the operating system, after
the installation. After the reset you can digit the next url to be access:

http://nomedidominio.com/RadTacAdmin98

Will be displayed the menu web for remote administrator.
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ACCESS RESTRICTIONS

In Windows 95/98 environment you can not restrict access to remote administers.
In Windows NT environment you need only configure appropriately the access
rights of the directory (example. c:\radtac\TacNTWeb). The web pages are located
in this directory and “Domain Admin” should only access them. The (example
c:\radtac\TacNTWeb\userlog) directory has to be appropriately configure, with
restrictions on the file only to the Windows NT Group. For example “Domain
Tacacs” so as the access remote user can visualize his access logs.

USER VIA WEB MANAGEMENT.

This procedure allows to add a new remote access user. The user is inserted by the
administrations interface which is active both in Windows NT and Windows 98/95
mode. When RadTac Manager operated in Windows NT the user should not be
inserted with the remote administrations interface but directly in the Windows NT
Database. Notwithstanding this, you can all the same, load a user remotely, but for
security reasons, is preferable that these users are copied into the Windows NT
Database, as soon as possible. In fact, the Windosw NT users are automatically
copied from the PDC (Primary Domain Controller) onto the BDC (Backup Domain
Controller).
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; RadT ac Manager Server Add Uszer - Microzoft Internet Explorer provided by Media Online Itaha =13

J File  Edit “iew Favortes Toolz: Help |
: = 53
LD | QA G @ B 4 .
Back s Stop  Refresh  Home Search Favorites  History kil Frint Edit
| Address [@] hitp://154.184.128 27 Aacacsm/admin/adduser asp | @60 | Links »

-

Add New User RadTac Manager Server

Full Name : |F’iussi kdario
Address : [via Mino Bixio, 27/a
Zip Code : W

City : |Mi|an|:|

State : [p

Country : ||ta|y

User Group: I Free Access j
Birth Date (rmm/ddAony) IW
Access Login . |mr|:|ssi

Password : |‘“°‘°“°“

Enable User i

Expire Date {mrm/dd ) IEIUDUEDEIE
Ilax Hours IEI

Routing Mode : |1j The Mas Should Select an Address forthe user j

In Address Static (1): [0.0.0.0

Telephone of User (2. |2586?8999|

(1] Insert IP Address only with Routing Made 2, IF Routing Mode are 1 or 2, leave Ip Address 0.0.0.0

|&] Dore |_|_|ﬂ Internet

1B

VIA WEB USERS EFFECTED CONNECTIONS DISPLAY.

This Web function can be shown in the Service Provider's services. It has been
connected in the administration menu only as to document its presence. Access to
this page is protected by login and password.
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adTac Manager Server Userlog - Mictosoft Internet Explorer _ O] %]

| Bie Edt vew Go Favortes Help || #m

J.&ddrass @ http: /1194, 184,128, 27t acacsmuserlog) I ‘
Welcome : Giuseppe Giardina
Tot, Connection Hours: t, Credi 3 ) - Tot, ut : 124000
- Tot, Output
gisrdina | e2sfoziises zz:asse | esiozfigss zmassn | 1947 11008
glardina 2efo2f1999 s.10.41 | 2s/o2rises siizize | ToaE] 56720
giatdina 28/0271939 12,00,05 28{02/1993 13.00.58 | 2443] e |
giardina || 26/02/1999 13,023,332 | 28/02/1393 13.04.28 | 3086 zae7 |
giardina | 28/02/1999 17.15.37 | 2s8/02/1399 175442 | az95E | 1529503
glardina | 28f02/199918.11.30 | 28/02/1999 18.34.46 | 18055 779341

Alsthestication Sofware - RadTac Managsy Sarver 1898-99(c) Moclia Corllne (alls s.o L8l Rights Raserved

|& ] Done | | @& mhermet zone. 7

To allow assess to the page by the log owner (example Giuseppe Giardina), in
Windows NT environment, you need to restrict access to the userlog directory by
Windows NT “Full Time” group where the ASP page is allocated. In this way the
internet user the belongs to “Full Time” (of remote access) after have been
validated can look at his access log. This function is useful for an “hour” user to
keep track of his used hours, and his remaining hours.

MONITORING THE IP POOL.
You can monitor, moment to moment, the IPs assigned to the IP pool.

ﬂ-FI:-:dT a0 Wanages Gerver Disolay GraticlP - Microaodt Inkesnst Eaplorer provided by Media Onfine Balia

| fis E ¥ew Fgevies Tooh Helb -
. >R AT T | % o =]

| .:-'|.| )] qu: Fledi=gh Hom= Eu!qh F-a:.-mhm Hmlpal 'F'||1| S Edh Dimcars :

{ AR i 4134 158 128 T en aoen anitidsany E e s

i
17 Pool haurn,: 1 Deerisiicn ; FoDi asoend per Lhenoe ranis i
IEENERTERFN SRR (EERTORTH) EeR ey (AT (ES T NEraT:! (EETTRTraTs FENTIEE
4 & & o & & o o 4 J
e T D W T Aol T I e e
mm m mmmmmmm

mm-__T L l_?m

mm gy -ss- ) () G
B J,_.d'ﬁs i L

JIP Address drresmn

o TP #Addr=ss Fres

@ IF nddeess Denace, Time Loched,

s ]

] b | s

MONITORING USERS CONNECTED.
You can monitor, moment to moment, users connected to the net.
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; RadTac Manager Server Display Connected User - Microzoft Internet Explorer provided by Media... [M[=] E3

J File  Edit “iew Fawvortes Tools  Help

J4-,-|>

Blazk Eanward

D ENR A

Refresh  Home

aQ H S

Search Faworites

Histom

B

14 il Prirt

>

-

Edit

| xddress [&] hitp: /194,184,126, 27 ftacacsmiadmingstatus. asp

~| @60 ||Links »

Genco Antonella

Full Name Login Router IP Router Bad'us
Port Server

Accesso ISDM

comm genca 194,184, 128,23 10124 100 APOLLO
fww. Marangelll  gmarange 194.184,128.23 11zs  POessE Eégg APOLLO
Comune di Castellana infor magiovani 104.184.128.129 & Darmain APOLLO
Castellana
Caldaralo Giacomo tortelling | 194,184,128.23 20119 _ bomain APOLLO
Ricaricabili
Rilter Sr.l. rilter 194,184,128,129 1 Comain Rilter APOLLO
ColorDesign Pacla Br cromoambiente | 195,103, 192,65 13 Daormain Tacacs APOLLO
Ags.Pravinciale Alle apaba 194.184.128.23 20109 Domain Tacacs APCLLD
Damiani Giovanni gdarmiani| 194.184,128.23 20129 Domain Tacacs APOLLD |
Amati Cosimo ricalcont 194,184,128, 161 3  Domain Tacacs APCOLLO
Frallonardo Michele FRALLONARDO | 194,184,128.23 20132 Domain Tacacs APCLLD
DigGi sr digi 195.103.192.65 7 Domain Tacacs APCLLO
Ricci antonio toniori 194,184,128.161 6 Domain Tacacs SPOLLO
Cenfrane Pietro & Fi centronesr| 195,103.192,139 10 Domain Tacacs APOLLO
Cuppone Renato CUppone | 194.184,128.23 20131 Domain Tacacs APCOLLO
Cosmapack cosmapack | 194.184,128.23 20122 Domain Tacacs sPOLLO
Scazzetta Cosimo Ant minos 193,103,192,129 14 Domain Tacacs APOLLO
Mimo Yiaggi mirma | 195,103, 192.65 15 Domain Tacacs APCOLLO Ll
|&] Done l_l_lﬂ Intermnst e
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Chapter 8

N.A.S. CONFIGURATION

lllustrated are some configurations regarding an Access Server Cisco, 2511, Cisco
3640 and an Ascend Max 6000. RadTac Manager Server supports Radius and
Tacacs standards and thus compatible with any Access Server that repects these
standards.

ALL THE SAME, IT IS ADVISABLE TO INSTALL THE SHAREWARE PRODUCT
AND TEST ITS FUNCTIONS BEFORE BUYING IT. THE OFFICIAL
SUPPORTED ROUTERS ARE CISCO AND ASCENT. YOU WILL NOT BE ABLE
TO ASK, MEDIA ONLING ITALIA, FOR SUPPORT TO CONFIUGRE YOUR
OWN ACCESS SERVER.
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CISCO 2511 (TACACS).

interface Asyncl

ip unnumbered EthernetO

ip tcp header-compression
encapsulation ppp

async dynamic routing

async mode dedicated

peer default ip address 194.184.128.66
no cdp enable

ppp authentication pap

ppp use-tacacs

]

tacacs-server host 195.103.192.18
tacacs-server attempts 10
tacacs-server last-resort password
tacacs-server timeout 4
tacacs-server extended
tacacs-server authenticate slip
tacacs-server notify connections
tacacs-server notify enable
tacacs-server notify logout
tacacs-server notify slip

]

line 114

script dialer cisco-default

login tacacs

modem Dialln

transport input all

stopbits 1

rxspeed 115200

txspeed 115200

flowcontrol hardware
|
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CISCO 2511 (RADIUS).

version 11.3

service timestamps debug uptime
service timestamps log uptime
service password-encryption

]

hostname routerl.media.it

|

boot system flash

aaa new-model

aaa authentication login use-radius radius
aaa authentication ppp ppp-radius radius
aaa authorization network radius if-authenticated
aaa accounting network start-stop radius
aaa accounting system start-stop radius

|

ip subnet-zero

no ip finger

ip domain-name media.it

ip name-server 194.184.128.11

ip name-server 194.184.128.12

async-bootp dns-server 194.184.128.11 194.184.128.12

chat-script cisco-default ABORT ERROR ™" "AT Z" OK "ATDT \T" TIMEOUT 30 \c

CONNECT \c

]

!

interface EthernetO

ip address 194.184.128.30 255.255.255.224
no ip redirects

no ip unreachables

no ip directed-broadcast
no ip proxy-arp

no ip route-cache

no ip mroute-cache

]

interface SerialO

ip unnumbered EthernetO
no ip redirects
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no ip unreachables

no ip directed-broadcast
no ip proxy-arp

no ip route-cache

no ip mroute-cache
bandwidth 64

no fair-queue

]

interface Seriall

ip unnumbered EthernetO
no ip redirects

no ip unreachables

no ip directed-broadcast
no ip proxy-arp

no ip route-cache

no ip mroute-cache
bandwidth 64

]

interface Group-Asyncl

ip unnumbered EthernetO
no ip redirects

no ip unreachables

no ip proxy-arp

ip tcp header-compression
encapsulation ppp

no ip route-cache

no ip mroute-cache
bandwidth 56

async dynamic address
async dynamic routing
async mode dedicated
peer default ip address pool asincrone
no fair-queue

no cdp enable

ppp authentication pap ppp-radius
group-range 1 12

]

interface Group-Async2

ip unnumbered EthernetO
no ip redirects

no ip unreachables

no ip proxy-arp

ip tcp header-compression
encapsulation ppp

no ip mroute-cache
bandwidth 64

async dynamic address
async dynamic routing
async mode dedicated
peer default ip address pool isdn
no fair-queue

no cdp enable
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ppp authentication pap ppp-radius
group-range 13 16
]

ip local pool asincrone 194.184.128.66 194.184.128.77
ip local pool isdn 194.184.128.78 194.184.128.81
ip classless

ip route 0.0.0.0 0.0.0.0 195.103.192.1

ip route 194.184.128.96 255.255.255.224 Serial0
ip route 195.103.192.128 255.255.255.224 Seriall
]

no logging console

radius-server host 194.184.128.27 auth-port 1645 acct-port 1646
radius-server retransmit 1

radius-server timeout 4

]

line con O

line 116

script dialer cisco-default

login authentication use-radius

modem Dialin

transport input all

stopbits 1

speed 115200

flowcontrol hardware

line aux O

transport input all

line vty 0 4

login authentication use-radius

]

end
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CISCO 3640 (RADIUS).

no service password-encryption

no service udp-small-servers

no service tcp-small-servers

]

hostname cisco3640

!

aaa new-model

aaa authentication login use-radius radius local
aaa authentication ppp ppp-radius radius

aaa accounting network start-stop radius

modem country mica italy

ip domain-name cisco.com

ip name-server 212.210.246.2

ip name-server 212.210.246.4
isdn switch-type primary-net5
chat-script offhook " "ATH1" OK
chat-script default ""at&fs0=1 ok
clock timezone MET 2

clock summer-time MET recurring last Sun Mar 2:00 last Sun Sep 2:00
]

controller E1 0/0

framing NO-CRC4

pri-group timeslots 1-31

]

interface Serial0/0:15

ip unnumbered Ethernet1/0
encapsulation ppp

no ip mroute-cache

isdn incoming-voice modem

peer default ip address pool reteLAN
dialer-group 1

no cdp enable

ppp authentication pap ppp-radius
]

interface Ethernet1/0

ip address 212.210.246.30 255.255.255.0
]

interface Group-Asyncl
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ip unnumbered Ethernet1/0

ip tcp header-compression
encapsulation ppp

async dynamic routing

async mode dedicated

peer default ip address pool reteLAN
no cdp enable

ppp authentication pap ppp-radius
group-range 65 94

]

router igrp 1

network 212.210.246.0

]

ip local pool reteLAN 212.210.246.32 212.210.246.61
ip classless

ip route 0.0.0.0 0.0.0.0 212.210.246.1
dialer-list 1 protocol ip permit
radius-server host 212.210.246.7 auth-port 1645 acct-port 1646
radius-server retransmit 1
radius-server timeout 10

]

line con O

line 65 94

autoselect during-login

autoselect ppp

script startup default

script reset default

login authentication use-radius
modem Dialin

no history

no editing

transport input all

autohangup

stopbits 1

flowcontrol hardware

line aux O

line vty 0 4

login authentication use-radius

]

end
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ASCEND MAX 6000

All Access Server Ascend, to function correctly with RadTac Manager Server have to
make the following NAS configuration. These setting are in the Menus:

- Ethernet-> ModConfig -> Auth -> Auth src Port -> 1645
- Ethernet-> ModConfig -> Accounting -> Accounting src Port -> 1646
The Default value for both entries 0 (Zero).

For further details about these setting refer to the below illustration.

Selection Ethernet from the Administration Menu via Telnet.

= Telnet - max6230.media.it [AA] _ O] =]

File Edit Dizconnect Scrpt Sesszion Settinge: Help

NIy |
[

20-BPA Het E1
38-A88 K56 Modem-16
d8-A88 Empty

SH-A88 Empty

GA-ABA K56 HModem- 16
TE-A88 Empty

S08-808 Empty
>O8-B68 Ethernet
AB-A88 Ether Data
BA-ABA Serial WAM
CA-ABA Ether Data
D8-888 Ether Data

Presz Chtrl-n to move cursor to the next meru 1tem. Press return to select it.l

18-188 1234567598

LIfTE ---p------ -
Ad56F39R1 2345678961
———g-pm W

18-288 123J567598
L2/05 EEEEEEEEEEEE

345675981 2345675901

2803 (@D (@0 B @@ EE @O EEE

98-188 Seszions
> d Active

0 zportelli

0 shock

BA-ZBE 19:39:38
M3l Line Ch
LAN seszion up

shock

98-308 WAN Stat

R Pkt 17892352
Tx Pht: 943458
CRC: i

s

W

98-488 Ether Stat

#R= Pkt 1125289
Tw Pht: 925770
Col: 363

BE-188 Sys Option

*Security Prof: 1
Softuware +7.2.68+
/M 92E4BEE

o~

W

Main Status Menu

*AB-8P8 System
18-688 Met/E1
2A-BPA Het/EL Y

Presz Tab to mowve to another window --- thick border indicates active window,

-

|Feady

T30 |

NUM [ 23, 73
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The Ethernet Menu of an Ascent Max has multiple vocicel. Select Mod Config.

"= Telnet - max6230. media.it [AA)

File Edit Dizconnect

2 < 8|9

Seszion Settinge: Help

(2| ¥ ]

= 10) x|

98-188 Connections

98-208 Mames ¢ Passwords

98-308 Bridge Adrs
9A-488 Static Rtes
98-588 Filters
98-BEE Frame Relay
98-7EA X.25
98-588 Answer
98-9388 ZHMP Traps
98-ABA IPX Foutes

98-668 IPY SAF Filters

FAE-CER Mod Config

18-188 1234567598

LIfTE ---p------ -
Ad56F39R1 2345678961
———g-pm W

18-288 123J567598
L2/05 EEEEEEEEEEEE

345675981 2345675901

2803 (@D (@0 B @@ EE @O EEE

98-188 Seszions
> d Active

0 zportelli

0 shock

BA-ZBE 19:39:38
M3l Line Ch
LAN seszion up

shock

98-308 WAN Stat

R Pkt 1794591
Tx Pht: Q5652
CRC: i

o~

W

98-488 Ether Stat

#R= Pkt 1125693
Tw Pht: 926164
Col: 363

BE-188 Sys Option
*Security Prof: 1
Softuware +7.2.68+
/M 92E4BEE

o~

W

Main Status Menu

*AB-8P8 System
18-688 Met/E1
2A-BPA Het/EL Y

Presz Chtrl-n to move cursor to the next meru 1tem. Press return to select it.l

Presz Tab to mowve to another window --- thick border indicates active window, j
w
|HEE||:|_',' |"-.-"T32|:| | |NL|M | 23, 713
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The Mod Config Menu also presents multiple voices. Scroll down the items until you
reach “Auth” (Authentication). Select the [INVIO] key.

= Telnet - max6230.media.it [AA] _ O] =]
File Edit Dizconnect Scrpt Sesszion Settinge: Help

2| J S| I o & E

=
i0.MEDIA.IT EDIT
S98-CEA Mod Config 18-186 123d567594 18-280 1234567598

RIP Summary:‘es LIfTE ---s--=--- w- L2/05 EEEEEEEEEEEE

RIP Triggerz“Yes 345RFE981 2345673061 3d5RTE961 2345673061

ICHP Redirects=Accept S e [0 (1 32 0 212 (803D D (@D B D

BOOTP Relay...

OME, .. O8-188 Sessions AE-2A8 19:43:87

Multicast... > 3 Active S 12131 Line Ch

FAuth, .. 0 zportelli Call Terminated

Account ing. .. 0 shock "

RADIUZ Server. ..

Lag. .. O8-3A8 WAM Stat O8-d88 Ether Stat

ATHP. . . PR Pkt 17953217 | |*Rx Pkt 11263349

L2 Tunreling options... Tx= Pkt: 9qd@27 Tx Pkt: 926749

Modem Ringback=‘es CRC: G Col: 363

AppleTalk. ..

SHTP Serwver... BE-188 Sys Option Main Status Menu

Stack Optiens. .. *Security Prof: 1 7 [*BB-808 System

Software +7.2.8+ 18-688 Met/E1
M 9ZBdB6E Y 2A-BPA Het/EL Y

Press Ctrl-n to move cursor to the next menu item. Press return to select it I
Press Tab to move to another window --- thick border indicates actiwe window. j
|Feady [WT320 | [MUM | 23, 79
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In this item there are all the authentication values regarding the settings. Auth =

RADIUS says to Max that the authentication has to be in Radius protocol.
Host = IP Address says to Max the Server RadTac Manager IP Addrress.

Auth
With

subsequent Auth Hosts you can define more than one Radius Server. Auth Port =
1645 sets the correct UDP port for RadTac Manager Server. Take attention to the
Auth Src Port = 1645 field, the defult have is 0 (Zero) and has to be set at 1645
to operate correctly with RadTac Manager Server.

= Telnet - max6230.media.it [AA] _ O] =]

File Edit Dizconnect Scrpt Sesszion Settinge: Help

#| dl S| B[] o & H |
2

98- CAa

Auth. .
Auth=

Aut b
Aut b
Aut b
Aut b
*Futh
Aut b
Aut b
Aut b
Aut b
Aut b
Aut b

30.MEDIA.IT EDIT
Mad Config
RAODIUS
Hozt #1=1949.1584.1258.27
Hozt H#2:-A.8.8.6
Hozt #3:-8.8.8.8
Part=1645
Sre Port=164d5
Timeout =3
Ky = seacancae
Pool=Yes
Boot Host #1:=8.8.8.8
Boot Host #2:8.8.8.8
Boot Port:=A

Id Auth Prefix=

Aut b
Aut b

Presz Chtrl-n to move cursor to the next meru 1tem.

T: Zecure=Ho
Zend Attr., B,7=Yes
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BA-ZEE 2885846
M3l Line Ch
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98-308 WAN Stat

R Pkt 1311564
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98-488 Ether Stat

#R= Pkt 11393968
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Col: 363

BE-188 Sys Option
*Security Prof: 1
Softuware +7.2.68+
/M 92E4BEE
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Main Status Menu

*AB-8P8 System
18-688 Met/E1
2A-BPA Het/EL Y

Preszz return to select 1t

Presz Tab to mowve to another window --- thick border indicates active window,

-
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T30 |
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ESC from the Menu and save the settings on NAS FLASH. You now nheed to set the
values that are in the Accounting menu.
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The Accounting Menu is in Ethernet setting in Mod Config Menu.

Select “edit

values”.
= Telnet - max6230.media.it [AA] _ O] =]
File Edit Dizconnect Scrpt Sesszion Settinge: Help
& | 22 e g%l 5 |
2

18-288 123J567598
L2/05 EEEEEEEEEEEE

345675981 2345675901

2803 (@D (@0 B @@ EE @O EEE

BA-ZBE 12:56:15
M3l Line Ch
LAN seszion up
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W

98-488 Ether Stat

#R= Pkt 1966228

Tw Pht: 1215326
Col: q443

MAX6Z30.MEDIA.IT EOTT
98-CARA Mad Config 18-188 1234567394
RIP Summary:‘es LIATE ----s-—s----
RIP Trigger=Yes 345673981234567 3901
ICHP Redirectz=Accept A
BOOTP Relay...
]} P 98- 168 Zessions
Multicast... » 5 Active
Auth, .. 0 cagi
*Aocounting. . . 0 paclo
RADIUS Server. ..
Lag. .. 98-388 MAM Stat
ATHF. .. Rx Pkt 2392127
L2 Tunreling options... Tx Pht: 1225587
Modem Ringback=‘es CRC: i
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SHTP Serwver... BE-188 Sys Option
Stack Optionz... *Security Prof: 1
Softuware +7.2.68+
/M 92E4BEE
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W

Main Status Menu

*AB-8P8 System
18-688 Met/E1
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Presz Chtrl-n to move cursor to the next meru 1tem. Press return to select it.l

Presz Tab to mowve to another window --- thick border indicates active window,
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Capitolo 8 — CONFIGURAZIONE DEL N.A.S.
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All the values regarding Accounting settings are in this entry. Acct = RADIUS says

to the Max that accounting has to start Radius protocol.

Acct Host = IP Address

says to Max the Server RadTac Manager IP Address. With the following Acct Hosts
you can define more than one Radius Server. Acct Port = 1646 sets the correct UDP
port for RadTac Manager Server. Take attention to the Acct Src Port = 1646
field, the default value is 0 (Zero) and has to be set at 1646 to operate correctily

with RadTac Manager Server.

= Telnet - max6230.media.it [AA] _ O] =]

File Edit Dizconnect Scrpt Sesszion Settinge: Help

| | 2l o 2 o el e |
2

Presz Chtrl-n to move cursor to the next meru 1tem.

MAXBZ30.MEDIA. IT EOIT

JE-CAE Maod Config
Accounting. ..
*Rect =RADIUS

Acct Hozt #1-19d.184.125.27

Azct Hozt #2:-98.8.8.8
Azct Host #3:8.8.8.8
Acct Port=1646

Acct Sre Port=16d6
Acct Timeout=3

Acct Key=soeoon:

Sezz Timex:zH

Acct-I0 Baze=18

Acct Reset Timeout=A
Acct Checkpoint=A
Allow Ztop Only=Yes
Acct Max Retry=8
Acct Compat Mode=0L0
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98-308 WAN Stat
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CRC: i
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98-488 Ether Stat
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Tw Pht: 1216995
Col: q443

BE-188 Sys Option

*Security Prof: 1
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Main Status Menu

*AB-8P8 System
18-688 Met/E1
2A-BPA Het/EL Y

Preszz return to select 1t

Presz Tab to mowve to another window --- thick border indicates active window,
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NAS Max is now ready to operate with RadTac Manager Server.
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